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Executive summary 

 Welcome to the sixth edition of Updata! 

Updata is an international update report produced by Eversheds Sutherland’s dedicated Privacy and 

Cybersecurity team – it provides you with a compilation of key privacy and cybersecurity regulatory and 
legal developments from the past quarter. 

This edition covers October to December 2019 and is full of newsworthy items from our team members 
around the globe, including: 

• in Europe, our round-up of the status of the EU’s proposed ePrivacy Regulation, the third annual 
review of the EU-US Privacy Shield, a new report on how member states have identified their NIS 

operators of essential services, an evaluation paper on the application of the GDPR and an update on 

Switzerland’s data protection act;  

• reports of various regulatory fines issued across the EU, including in Austria, France, Hungary, the 
Netherlands and a number in Germany;  

• new guidance such as in the UK on special category personal data and AI, in Italy on data 
protection roles in the insurance sector and in Lithuania on security measures;  

• interesting commentary in Germany regarding the sharing of special category personal data in the 

e-health sector as well as guidance on data subject access requests; 

• the much talked about guidance in the Netherlands on the use of the legitimate interests lawful 
basis and an interesting court ruling on the application of time limits in an Article 21 GDPR request; 

• updates in Asia, such as on China’s recently enacted Cryptography Law, interpretation guidance on 
criminal use of information networks and rules in relation to illegal use of personal information, and 
Hong Kong’s guidance on the use of external data storage providers and efforts to combat doxxing; 

• increased liability risks for breaches of Russia’s localization laws; and 

• updates from our team in the United States on the CCPA and efforts towards a federal privacy law. 

You can also read our Spotlight On… briefings, which provide more in-depth analysis of particular 
topics such as: the AG’s Opinion in Schrems II, the impact of the Court of Appeal’s judgment in Lloyd v 
Google, a round-up of the state of US data privacy and cybersecurity laws in 2019 and a briefing on 

cyber resilience and the risks around outsourcing. 

We hope you enjoy reading this edition. 

Follow us on Twitter @ESPrivacyLaw  

 

Paula Barrett 
Co-Lead of Global Cybersecurity 

and Data Privacy 
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Development Summary Date Links 

ePrivacy Regulation round-up In summary, despite continued efforts made by the Finnish 
Presidency of the Council of the EU to progress the proposal of a 

new, updated ePivacy Regulation, the latest text was rejected on 
22 November 2019 by the Permanent Representatives Committee 
of the Council of the EU (“COREPER”). In other words, the EU 
member states could not agree a common position on the 
proposed legislation. The Internal Market Commissioner 
announced on 3 December 2019 that the European Commission 

will table a new proposal for the Croatian Presidency to progress 
from January 2020. 

The background is that the ePrivacy Regulation was proposed by 

the European Commission in January 2017. The European 
Parliament agreed its negotiating position in October of that year. 

However, the discussions in the Council of the EU’s Working Party 
on Telecommunications and Information between the different EU 
member states were slow and laborious from the outset, 
reflecting the different views and priorities among Member States 
on several aspects of the proposal. The Finnish Presidency of the 
Council of the EU who took office in July this year (in accordance 

with its customary six month rotation) issued a number of draft 
compromise texts in an effort to progress the discussions. The 
Croatian Presidency will take office in January 2020. 

However, on 22 November, the COREPER rejected the Council’s 

position on the draft. This means that the individual member 

states could not agree on a common position, despite over two 
and a half years of negotiations. 

A progress report for the Council published on 27 November, 
confirmed that the Presidency of the Council had presented a 

compromise text to COREPER with a view to proposing it to the 

Ongoing Draft (4 October) 

Draft (17 October) 

Draft (8 November) 

Progress report (22 
November) 

https://www.parlament.gv.at/PAKT/EU/XXVI/EU/07/70/EU_77024/imfname_10929175.pdf
https://www.parlament.gv.at/PAKT/EU/XXVI/EU/07/83/EU_78389/imfname_10932154.pdf
https://www.parlament.gv.at/PAKT/EU/XXVI/EU/07/83/EU_78389/imfname_10932154.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:ST_13808_2019_INIT&from=EN
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=2ahUKEwiIxvWqoZrmAhVQe8AKHbRfDfAQFjAAegQIAxAC&url=https%3A%2F%2Fdata.consilium.europa.eu%2Fdoc%2Fdocument%2FST-14447-2019-INIT%2Fen%2Fpdf&usg=AOvVaw1GwOtrztUum_YTJke59dbP
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=2ahUKEwiIxvWqoZrmAhVQe8AKHbRfDfAQFjAAegQIAxAC&url=https%3A%2F%2Fdata.consilium.europa.eu%2Fdoc%2Fdocument%2FST-14447-2019-INIT%2Fen%2Fpdf&usg=AOvVaw1GwOtrztUum_YTJke59dbP
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European Transport, Telecommunications and Energy Council 
(“TTE Council”) on 3 December 2019 to adopt a general 
approach. However, the general approach did not receive 
sufficient support in COREPER. Topics attracting the most debate 

between member states included: the use of cookie walls as a 
means of facilitating conditional access to website content and 
the circumstances in which browser settings should confer 
consent to cookies; requirements around the processing of 
metadata; and the processing of electronic communications data 

for the purposes of preventing access to child abuse imagery and 
for preventing other serious crimes, in particular terrorism. 

A new European Commission leadership team assumed office on 
1 December 2019 for a five year term. It remains to be seen how 
the ePrivacy Regulation will be progressed by the Croatian 
Presidency. 

CJEU rules that storing cookies 

requires internet users’ active 
consent 

In Case C-673/17 Bundesverband der 

Verbraucherzentralen und Verbraucherverbände ̶ 
Verbraucherzentrale Bundesverband eV v Planet49 GmbH, 
the Court of Justice of the European Union (“CJEU”) ruled that 
pre-ticked boxes do not amount to “consent” for placing cookies. 

Please read our briefing for more information. 

1 October 2019 Press release 

 
Judgment 

Internal rules regarding 

restrictions of certain data subject 
rights in the exercise of non-
judicial CJEU functions 

The CJEU has published a decision setting out the rules relating to 

the conditions under which the CJEU, in the exercise of its non-
judicial functions, may restrict the application of Articles 14 to 21, 
35 and 36 of Regulation (EU) 2018/1725 of the European 
Parliament and of the Council of 23 October 2018 on the 
protection of natural persons with regard to the processing of 

personal data by the Union institutions, bodies, offices and 
agencies and on the free movement of such data, as well as 
Article 4 pursuant to Article 25.  

1 October 2019 Decision 

EU law does not preclude websites 

from being ordered to remove 
illegal content or from injunctions 
producing such effects worldwide  

In Case C-18/18 Eva Glawischnig-Piesczek v Facebook 

Ireland Limited, the Supreme Court in Austria asked the CJEU 
to interpret Directive 2000/31/EC of the European Parliament and 
of the Council of 8 June 2000 on certain legal aspects of 
information society services, in particular electronic commerce, in 

the internal market (the “E-commerce Directive”). The case 
concerned a request by an Austrian politician to compel Facebook 

3 October 2019 Judgment 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/article-pre-ticked-boxes-arent-consent
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190125en.pdf
http://curia.europa.eu/juris/document/document.jsf;jsessionid=2456FD2BA1625B67C618F4F06E7CFC8A?text=&docid=218462&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=1425229
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019Q1014(01)&from=EN
http://curia.europa.eu/juris/document/document.jsf;jsessionid=0C6B65667E7CD2FA053781F4DBECC85C?text=&docid=218621&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1130496
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to remove a comment published by a Facebook user which was 
harmful to her reputation, and allegations which were identical 
and of an equivalent content. 

The CJEU ruled that the E-commerce Directive does not preclude 
any court of a Member State from ordering a host provider, such 
as Facebook, to remove identical or equivalent comments 
previously declared to be illegal. In addition, the E-commerce 
Directive does not preclude a court of a Member State from 

ordering a host provider to remove information covered by the 

injunction or to block access to that information worldwide within 
the framework of the relevant international law, and it is up to 
Member States to take that into account. 

This development is viewed as a significant step in empowering 

the courts to compel social media platforms to take greater 
responsibility for the content published on their networks. 

The decision aligns with the incoming European Commission’s 
proposed agenda which includes plans for a Digital Services Act 

that aims to clarify the obligations of social media companies in 
relation to illegal content posted by their users. 

EDPS launches Website Evidence 

Collector tool 

The European Data Protection Supervisor (“EDPS”) has launched 

a new open source software tool – Website Evidence Collector – 
to facilitate the automation of privacy inspections of websites. 

The tool collects information about personal data processing, 

including details of cookies used and data access requests to third 
parties. The purpose of the tool is to enable data controllers, data 
protection officers and end users to understand what information 
is processed when a website is visited.  

4 October 2019 Press statement 

European insurance and 
reinsurance federation calls for 
more time and flexibility in 

implementing EIOPA cloud 

outsourcing guidelines 

Insurance Europe – the European insurance and reinsurance 
federation – has called for more time and greater flexibility for 
members to implement the EIOPA cloud outsourcing guidelines. 

Insurance Europe said the guidelines should be limited to 

instances of material outsourcing (i.e. outsourcing that 
encompasses critical and important operational functions or 
activities only to ensure legal certainty and consistency with 
Solvency II). In addition, Insurance Europe said that cloud 
services should only be regarded as outsourcing if there are 
certain risks associated with cloud services that may have a 

material impact on either the insurer’s ability to comply with 

7 October 2019 Press release 

https://edps.europa.eu/press-publications/edps-inspection-software_en
http://www.insuranceeurope.eu/eu-insurers-call-flexibility-implementation-timeline-eiopa-cloud-outsourcing-guidelines
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regulatory requirements or its customers. They added that clear 
definitions are required to ensure the scope of application is 
sufficiently precise, and they called on EIOPA to encourage and 
allow greater reliance on the use of third-party certification in the 

context of access and audit rights. 

European insurance and 

reinsurance federation urge 
European Council to ask European 

Commission to reassess ePrivacy 
Regulation proposal 

Insurance Europe - a group of industry associations (representing 

ICT, automotive, medical technology, construction equipment, 
consumer electronics, home appliances, retail, banking and 

insurance, publishers and communications agencies) have called 
on the Council of the European Union to ask the European 
Commission to fundamentally reconsider its proposed Regulation 
on Privacy and Electronic Communications (2002/58/EC). 

The statement notes that unanswered questions remain ‘about 
essential aspects of the proposal – its scope of application, 
definitions, inflexible legal bases and relationship with GDPR’. 
Further, without a major overhaul of the text, ‘Europe’s digital 

transformation will be severely hampered as a result of the legal 
uncertainty and rigidity brought about’ by the proposed ePrivacy 
Regulation. 

Insurance Europe views the arrival of a new European 

Commission and European Parliament in November 2019 as an 

opportunity to reset the ePrivacy discussions and ‘ensure 
certainty and consistency for both industry and consumers.’ 

8 October 2019 Press release 

Joint statement 

Europol publishes Internet 

Organised Crime Threat 
Assessment 2019 

The European Union Agency for Law Enforcement 

Cooperation (“Europol”) published its ‘Internet Organised Crime 
Threat Assessment Report 2019’ which provides insights into 
emerging threats and key developments. The report finds that 
data is the key element in cybercrime, from a crime and 

investigative perspective.  

9 October 2019 Statement 

Full report 

Insurance Europe outlines the role 

of the insurance industry in EU 
cyber resilience 

Insurance Europe issued a publication outlining the insurance 

industry's role in EU cyber resilience. The publication sets out the 
EU data protection and cybersecurity framework and puts forward 
a number of policy recommendations to be considered by EU 
policymakers, such as: 

• promote awareness-raising; 

• support public-private cooperation on catastrophic risks; 

9 October 2019 Press release 

Publication 

https://www.insuranceeurope.eu/time-rethink-eprivacy-say-pan-industry-associations
https://www.insuranceeurope.eu/sites/default/files/attachments/Joint%20letter%20-%20Time%20to%20rethink%20ePrivacy.pdf
https://www.europol.europa.eu/newsroom/news/cybercrime-becoming-bolder-data-centre-of-crime-scene
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2019
https://www.insuranceeurope.eu/new-publication-examines-insurers-role-increasing-eu-cyber-resilience
https://www.insuranceeurope.eu/sites/default/files/attachments/Insurers%E2%80%99%20role%20in%20EU%20cyber%20resilience.pdf
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• urge member states to increase cybersecurity; and 

• support efforts to make cyber-incident data available. 

The report also warns against: (a) introducing premature 
standardisation, which, according to the federation, could harm 
both customers and insurers; and (b) introducing mandatory 
insurance for cyber risks which would be counterproductive. 

EBA opinion on deadline for 

migration to strong customer 

authentication under PSD2 

The European Banking Authority (“EBA”) published an opinion on 

the deadline for migration to strong customer authentication 

under the Payment Services Directive (Directive (EU) 2015/2366) 
for e-commerce card-based payment transactions. The opinion 
sets a 31 December 2020 deadline and explains the expected 
actions to be taken during the migration period. 

16 October 2019 Press statement 

Installation of CCTV to covertly 
monitor workplace theft did not 
violate employees; privacy rights 

In López Ribalda and others v Spain (Application nos. 
1874/13 and 8567/13), the installation of CCTV to covertly 
monitor workplace theft did not violate employees’ rights to 

privacy under Article 8 of the European Convention on Human 
Rights. The Grand Chamber of the European Court of Human 
Rights overturned a previous chamber decision made to hold that 
the Spanish courts had not failed to protect employees' privacy 

by upholding dismissals based on covert CCTV footage of the 
employees stealing from the employer. 

17 October 2019 Judgment 

European Commission review on 
the functioning of the EU-US 

Privacy Shield 

The European Commission published a report on the third annual 
review of the EU-US Privacy Shield. The report confirms that the 

US continues to ensure an adequate level of protection for 
personal data transferred under the Privacy Shield from the EU to 
participating companies in the US. 

The review focused on the lessons learnt from its practical 

implementation and day-to-day functionality. The Commission 
found that there have been a number of improvements in the 
functioning of the framework, as well as appointments to key 

oversight and redress bodies, such as the Privacy Shield 
Ombudsperson. 

Among the improvements noted by the Commission: 

• the US Department of Commerce is ensuring oversight in a 
more systematic manner by way of monthly checks of a 

23 October 2019 Press release 

https://eba.europa.eu/eba-publishes-opinion-on-the-deadline-and-process-for-completing-the-migration-to-strong-customer-authentication-sca-for-e-commerce-card-based-payment
https://hudoc.echr.coe.int/fre#{"itemid":["001-197098"]}
https://ec.europa.eu/commission/presscorner/detail/en/ip_19_6134
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sample of companies to verify compliance with the Privacy 
Shield; 

• enforcement action has increased – the Federal Trade 
Commission (“FTC”) has taken action related to the Privacy 
Shield in seven cases; and 

• a permanent ombudsman has been appointed as well as a 

fully staffed Privacy and Civil Liberties Oversight Board. 

The Commission recommends that further steps are taken to 

improve the functioning of the Privacy Shield, including: 

• strengthening the certification process for companies wanting 
to participate by shortening the time of the certification 
process; 

• expanding compliance checks, including concerning false 

claims of participation in the framework; 

• developing additional guidance for companies related to 
human resources data; and 

• increasing the number of FTC investigations into compliance 
with substantive requirements of the Privacy Shield and 
providing the Commission and the EU data protection 

authorities with information on ongoing investigations. 

Revised guidance issued after 
EDPB 14th plenary 8-9 October 
2019 

The European Data Protection Board (“EDPB”) adopted the final 
versions of certain documents, further to its 14th plenary on 8-9 
October 2019. The documents included the final Guidelines 

2/2019 on the processing of personal data under Article 6(1)(b) 
GDPR in the context of the provision of online services to data 
subjects. 

The guidelines are relevant to providers of online services, such 

as social media, e-commerce, internet search engines, 
communication and travel services. They provide an insight on 
how narrowly the application of the lawful basis is likely to be 

applied. The guidelines shed light on the interpretation of 
“contract” as a lawful basis for processing in other contexts, not 
just in the online environment (e.g. processing for employment 
contracts) and more widely about how narrowly “necessity” is 

construed. 

Our briefing on the guidelines (at draft stage) can be found here. 

23 October 2019 Agenda 

Summary 

Adopted documents 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/shining-a-light-dp-300419
https://edpb.europa.eu/news/news/2019/fourteenth-plenary-session-european-data-protection-board_en
https://edpb.europa.eu/news/news/2019/european-data-protection-board-fourteenth-plenary-session_en
https://edpb.europa.eu/news/news/2019/fourteenth-plenary-session-adopted-documents_en
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European Commission report on 

identification of operators of 
essential services under the NIS 
Directive 

The European Commission has published a report assessing how 

EU member states have identified operators of essential services 
that have to put cybersecurity measures in place and how they 
report cyber incidents under the NIS Directive, focusing on the 
extent to which methodologies are consistent across member 
states. 

28 October 2019 Press release 

 

European Fund and Asset 
Management Association publishes 

‘IIFA Cybersecurity Program 
Basics' 

As part of the global initiative led by the International Investment 
Funds Association (“IIFA”), the European Fund and Asset 

Management Association (“EFAMA”) has published a document 
entitled ‘IIFA Cybersecurity Program Basics', which sets out the 
key cyber-prevention standards for investment management 
companies. The document provides six recommended standards 
for investment firms wishing to reduce their risk exposure to 
cyber-attacks. The principles include: establishing a cyber-
security framework and an incident response plan, conducting 

cyber-risk awareness training, and monitoring network activity.  

29 October 2019 EFAMA Statement 

European Commission publishes 

first annual self-assessment 
reports from signatories to the 

Code of Practice on Disinformation  

The European Commission published the first annual self-

assessment reports by the various signatories to the Code of 
Practice on Disinformation, including large social media platforms 

and technology companies. The reports set out the different 
policies and processes implemented by the signatories, and the 
actions taken by the signatories in relation to the commitments 
they have made under the code. 

The main findings from the reports were as follows: 

• improved transparency compared to the position in October 

2018; 

• a lack of detail regarding the implementation of commitments 
to empower consumers and the research community; 

• differences in the scope of actions undertaken by each 
platform to implement their commitments, the 

implementation of platform policy, cooperation with 
stakeholders and sensitivity to electoral contexts; and 

• consistency and level of detail in relation to information on 
policies implementing the code varies. 

The Commission’s assessment of the effectiveness of the code is 
ongoing and the Commission plans to present its comprehensive 

29 October 2019 Statement 

https://ec.europa.eu/digital-single-market/en/news/eu-cybersecurity-rules-commissions-report-show-how-member-states-have-identified-essential
http://www.efama.org/Pages/Submitted%20after%202018-03-12T16%2022%2007/IIFA-Cybersecurity-Program-Basics.aspx
https://europa.eu/rapid/press-release_STATEMENT-19-6166_en.htm
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assessment in early 2020. Further measures (including, for 
example, those of a regulatory nature) may be proposed if the 
results under the code prove unsatisfactory. 

Public consultation on FATF draft 
guidance on digital ID 

The Financial Action Task Force (“FATF”) has produced draft 
guidance to clarify how digital identity (“digital ID”) systems can 

be used to conduct customer due diligence (“CDD”), and has 
called for a consultation from private sector stakeholders on the 
draft. 

The guidance aims to develop a risk-based approach to the use of 

digital ID for CDD for use by governments, financial institutions 
and other relevant entities. Feedback is sought by 29 November 
2019. 

30 October 2019 FATF publication 

Europol’s strategic report on spear 

phishing highlights the frequency 
of attacks 

The European Cyber Crime Centre (“EC3”) of Europol published a 

‘Law Enforcement and Cross-Industry Report on Spear Phishing’, 
which has been established as one of the most prolific cyber 
threats in the EU. The report provides suggestions as to how to 
prevent, respond to and investigate spear phishing attacks. The 

report recommends two main technical defences against phishing 
threats which organisations can implement: IT security policies 

and anti-phishing software. Public awareness by both individuals 
and businesses, and employee training, are crucial to identifying 
and reacting to spear phishing attempts. EC3 provides case 
studies on entities which have successfully implemented and 
executed incident handling procedures and methods for 

cooperation with law enforcement, such as the ‘E-Crime Task 
Force’ in the Netherlands. 

4 November 2019 EC3 press release 

The Network and Information 

Systems (Amendment) (EU Exit) 
(No 2) Regulations 2019 (SI 
2019/1444) have been made  

The enactment of this SI 2019/1444 has been made in exercise 

of legislative powers the European Union (Withdrawal) Act 2018 
in preparation for Brexit. This instrument amends the existing 
Network and Information Systems (“NIS”) legislation and 
revokes Regulation (EU) 2019/881 which governed cyber security 

certification. A number of deficiencies were noted in the current 

cyber security legislation arising from the UK’s withdrawal from 
the EU. The instrument aims to correct these issues and to obtain 
a high common level of security of NIS across the EU. SI 
2019/1444 will enter into force on the 20th day after the Brexit 
date. 

5 November 2019 Legislation 

http://www.fatf-gafi.org/publications/fatfrecommendations/documents/consultation-digital-id-guidance.html
https://www.europol.europa.eu/newsroom/news/europol-publishes-law-enforcement-and-industry-report-spear-phishing
http://www.legislation.gov.uk/uksi/2019/1444/made
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Call for tenders for an international 

alliance for a human-centric 
approach to AI 

The European Commission announced a call for tenders for an 

international alliance for a human-centric approach to artificial 
intelligence (“AI”). The project objectives are to support the EU 
to: 

• develop responsible leadership in global discussions around 

legal and ethical aspects of AI; 

• create the conditions for the uptake of policies and good 
practices and standards that ensure an appropriate ethical 

and legal framework on AI; and 

• improve public awareness of the challenges and opportunities 
associated with AI 

Applications must be made by 16 January 2020. 

6 November 2019 Commission call for 

tenders 

EDPS issues Opinion on e-evidence 

legislation proposals 

The EDPS published Opinion 7/2019 on Proposals regarding 

European Production and Preservation Orders for electronic 
evidence in criminal matters. The opinion considers the European 
Commission's proposition to introduce two new proposals: 

1) a Proposal for a Regulation on European Production and 

Preservation Orders for electronic evidence in criminal 

matters; and 

2) a Proposal for a Directive laying down harmonised rules on 
the appointment of legal representatives for the purpose of 
gathering evidence in criminal proceedings. 

The Commission intends for the proposals to accelerate the 
process of securing and obtaining electronic evidence, which may 
be used in criminal proceedings, across EU borders. 

The EDPS acknowledges and supports the Commission’s objective 
of ensuring that effective tools are available to law enforcement 
authorities to investigate and prosecute criminal offences, 
including the aim of proposals to accelerate and facilitate access 

to data in cross-border cases by streamlining procedures within 
the EU. However, the EDPS also highlights the need to respect 

the Charter of Fundamental Rights of the EU and the EU data 
protection framework at all times. Among others things, the EDPS 
suggests that the definitions of data categories in the proposed 
Regulation should be clarified. 

6 November 2019 Opinion 

https://ec.europa.eu/digital-single-market/en/news/international-alliance-human-centric-approach-artificial-intelligence
https://ec.europa.eu/digital-single-market/en/news/international-alliance-human-centric-approach-artificial-intelligence
https://edps.europa.eu/sites/edp/files/publication/opinion_on_e_evidence_proposals_en.pdf
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The EDPS also makes recommendations on: the authenticity and 
confidentiality of orders and data transmitted, the limited 
preservation under European Preservation Orders, the data 
protection framework, the rights of data subjects, data subjects 

benefiting from immunities and privileges, the legal 
representatives, the time limits to comply with European 
Production Orders and the possibility for service providers to 
object to orders.  

EDPS issues guidance on 
controller, processor and joint 
controller concepts for EU public 
bodies 

The EDPS has published guidance on the concepts of ‘controller’, 
‘processor’ and ‘joint controllership’ in the context of the 
processing of personal data by EU public bodies in accordance 
with Regulation (EU) 2018/1725. Although the guidance is aimed 

at EU institutions, bodies, offices and agencies it contains 
commentary on the different obligations attached to each role 
and some illustrative case studies and checklists which may be of 
interest to organisations more widely. 

For more information, see our briefing here. 

8 November 2019 EDPS statement 

Guidance 

EDPB publishes agenda for its 15th 

plenary session  

The EDPB held its 15th plenary meeting on 12 and 13 November 

2019. The agenda included, among other things: 

• a report on the third annual review of the EU-US Privacy 
Shield (the EU-US framework for the transatlantic transfer of 
personal data), which was subsequently published on 18 

November and included concerns as to the substantial 
compliance checks required by the main principles of the 
Privacy Shield, and comments as to the need to assess 
further the Privacy Shield requirements in relation to HR data, 
and processors; 

• its draft guidelines on data protection by design and default – 
a consultation on these guidelines subsequently began on 20 
November and will end on 16 January 2020; and 

• its guidelines on the territorial scope of the GDPR, which it 

subsequently published in final form on 12 November.  

12 November 2019 Agenda 

Third annual joint review 

of the EU-US Privacy 
Shield 

Draft guidelines on data 
protection by design and 
default 

Finalised guidelines on 
territorial scope 

EDPB adopts guidelines on the 

territorial scope of the GDPR 

EDPB has adopted its final guidelines on the territorial scope of 

the GDPR. The guidelines aim to create a consistent approach to 
the application of the GDPR across the EU. They set out the a 
framework for assessing whether controller and processor 
activities fall within the scope of and comply with the GDPR. The 

12 November 2019 Guidance 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/useful-november-19-guidelines-061219
https://edps.europa.eu/data-protection/our-work/publications/guidelines/concepts-controller-processor-and-joint_en
https://edps.europa.eu/sites/edp/files/publication/19-11-07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/20191112plenagenda_publicversion_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbprivacyshield3rdannualreport.pdf_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbprivacyshield3rdannualreport.pdf_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbprivacyshield3rdannualreport.pdf_en.pdf
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-42019-article-25-data-protection-design_en
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-42019-article-25-data-protection-design_en
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-42019-article-25-data-protection-design_en
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_3_2018_territorial_scope_after_public_consultation_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_3_2018_territorial_scope_after_public_consultation_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_3_2018_territorial_scope_after_public_consultation_en.pdf
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guidelines also set out the position for controllers and processors 
without an establishment in the EU.  

EDPB publishes third annual joint 
review of EU-US Privacy Shield 

EDPB met for their 15th plenary session in which EDPB adopted its 
third Annual Joint Review of the EU-US Privacy Shield. The review 
included concerns as to the substantial compliance checks 

required by the main principles of the Privacy Shield, and 
comments as to the need to assess further the Privacy Shield 
requirements in relation to HR data, and processors. The review 

team recognise that further analysis will be necessary and in 
order to do so, they will require greater access to non-public 
information concerning on-going investigations and commercial 
records. 

18 November 2019 Third annual joint review 

ENISA releases IoT security report The European Union Agency for Cybersecurity (“ENISA”) has 

released a report entitled ‘Good Practices for Security of IoT’ 
which is intended to promote security by design for Internet of 
Things (“IoT”) devices and their ecosystems. The report focuses 
in particular on software development guidelines for the full life 
cycle of a device including: 

• analysis of security concerns in all phases of the software 

development life cycle; 

• detailed asset and threat taxonomies; 

• concrete and actionable good practices to enhance 
cybersecurity; and 

• mapping of ENISA good practices to related existing 

standards, guidelines and schemes. 

The target audience for the report is IoT software developers; IoT 
platform, software development kit and application programming 
interface developers and consumers; and IoT integrators. 

19 November 2019 Report 

Press release 

EDPB opens public consultation on 

Guidelines 4/2019  

The EDPB launched a public consultation on the Guidelines 

4/2019 which provide general guidance of the obligation set forth 
in Article 25 GDPR on Data Protection by Design and by Default. 
The Guidelines were adopted on 13 November 2019. The deadline 
for comments is 16 January 2020.  

20 November 2019 Press release 

Guidelines 

ESMA Management Board Decision 
adopts internal rules concerning 
restrictions of certain rights of 

The European Securities and Markets Authority (“ESMA”) has 
adopted internal rules relating to the conditions under which it 
may be obliged to restrict the information given to data subjects. 

25 November 2019 Decision 

https://edpb.europa.eu/sites/edpb/files/files/file1/edpbprivacyshield3rdannualreport.pdf_en.pdf
https://www.enisa.europa.eu/publications/good-practices-for-security-of-iot-1
https://www.enisa.europa.eu/news/enisa-news/how-to-implement-security-by-design-for-iot/
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-42019-article-25-data-protection-design_en
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_201904_dataprotection_by_design_and_by_default.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.303.01.0031.01.ENG&toc=OJ:L:2019:303:TOC
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data subjects in relation to 
processing of personal data 

The reason for restricting this information is to protect the 
confidentiality and effectiveness of its own investigations, the 
investigations and proceedings of other public authorities, and the 
rights of other persons related to its investigations or procedures.  

Convention 108 Committee issues 

39th plenary meeting report 

The Convention 108 Consultative Committee (the “108 

Committee”) has published an abridged report for its 39th 
plenary meeting. The report outlines that the 108 Committee has 
taken note of the report on facial recognition and the report on 

automatic processing of personal data in the context of profiling. 
It also indicates that the 108 Committee has exchanged views 
with the cybercrime community on safeguarding the consistency 
between Convention 108 and the second additional Protocol to 

the Budapest Convention. 

25 November 2019 Press release 

Report 

Mr Wojciech Wiewiórowski 

appointed EDPS for a five-year 
term 

Mr Wojciech Wiewiórowski has been voted in as the new EDPS for 

a five-year term. Mr Wiewiórowski replaces the late Mr Giovanni 
Buttarelli. Mr Wiewiórowski, who has held the office of Assistant 
EDPS since December 2014, was voted in by the European 
Parliament’s Committee on Civil Liberties, Justice and Home 
Affairs and COREPER. 

26 November 2019  

ISO releases new international 
standards for Internet of Media 

Things 

The International Organisation for Standardisation (“ISO”) has 
released a new set of international standards for the Internet of 

Media Things developed by ISO in collaboration with the 
International Electrotechnical Commission. The new standards 
have been developed to provide the requirements and common 
language to enable media devices, applications and services to 
work together. They aim to facilitate the deployment of large-
scale interoperable IoMT applications. 

The first standards in the series define application programming 
interfaces (“APIs”) and the tools for use in exchanging data 
between applications: 

• ISO/IEC 23093-2 Information technology – Internet of media 
things – Part 2: Discovery and communication API; and 

• ISO/IEC 23093-3 Information technology – Internet of media 
things – Part 3: Media data formats and APIs. 

26 November 2019 Press release 

https://www.coe.int/en/web/data-protection/-/plenary-session-of-the-committee-of-convention-1-2
https://rm.coe.int/t-pd-2019-rap39-en/168098e91f
https://www.iso.org/news/ref2449.html
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An additional two standards in the series, due to be published 
next year, will cover architecture and reference software and 
conformance. 

ENISA releases report on port 
cybersecurity 

The ENISA has released a report “Good practices for 
Cybersecurity in the Maritime Sector – Port Security” highlighting 

good practices in addressing port cybersecurity threats including 
organisational practices, technical measures and policies. The 
report is aimed at shipping and railway operators and port service 

companies. It considers the emergence of the ‘SmartPorts’ 
concept which has presented challenges for the secure 
deployment of emerging technologies. 

27 November 2019 Press release 

Report 

The Internet and Jurisdiction 
Policy Network releases its first 

global status report 

The Internet and Jurisdiction Policy Network has released its first 
global report. The report contains information on the mapping of 

trends, actors and initiatives in relation to the potential cross-
border legal challenges that could be encountered in cyberspace. 
The report is compiled following in-depth research and 
unprecedented data collection from over 150 key stakeholders.  

27 November 2019 Press release 

 

FRA publishes report on facial 
recognition technology 

The European Agency for Fundamental Rights (“FRA”) has 
published its report ‘Facial Recognition Technology: Fundamental 

Rights Considerations in the Context of Law Enforcement’. The 
report discusses facial recognition in the context of the right to 

protection of personal data under Articles 7 and 8 of the Charter 
of Fundamental Rights of the European Union and the right to 
private life under Article 8 of the European Convention of Human 
Rights.  

27 November 2019 Press release 

Report 

European Banking Authority 
publishes final guidelines on ICT 
and security risk management 

The EBA has published guidance for credit institutions, 
investment firms and payment services providers on information 
and communications technology and security risk management 

and mitigation. The guidelines enter into force on 30 June 2020 
and will replace the security measures for operational and 

security risks (EBA GL/2017/17). 

28 November 2019 Guidelines 

ENISA launches security mapping 

tool 

ENISA has launched a security mapping tool to help operators of 

essential services in the energy, transport, banking, financial 
market infrastructure, health, drinking water supply and 
distribution and digital infrastructure sectors. The tool stems from 
the requirements of NIS Directive (EU) 2016/1148 and enables 

operators of essential services to search for security measures 

28 November 2019 Press release 

Tool 

https://www.enisa.europa.eu/news/enisa-news/how-can-eu-ports-tackle-new-cyber-threats
https://www.enisa.europa.eu/publications/port-cybersecurity-good-practices-for-cybersecurity-in-the-maritime-sector/at_download/fullReport
https://ec.europa.eu/digital-single-market/en/news/internet-and-jurisdiction-global-status-report-2019
https://fra.europa.eu/en/publication/2019/facial-recognition
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-facial-recognition-technology-focus-paper.pdf
https://eba.europa.eu/regulation-and-policy/internal-governance/guidelines-on-ict-and-security-risk-management
https://www.enisa.europa.eu/news/enisa-news/enisa-launches-oes-tool-to-map-security-measures
https://www.enisa.europa.eu/topics/nis-directive/minimum-security-measures-for-operators-of-essentials-services
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and their respective security controls in international standards 
research on the different international security standards. 

ENISA releases ‘Cyber Security and 
Resilience of smart cars’ report 

ENISA has released a report on “Cyber Security and Resilience of 
smart cars” which is aimed at smart car manufacturers, tiers and 
aftermarket vendors, insurance companies, industry groups and 

associations, and security companies. The report provides: 

• a detailed asset and threat taxonomy for the connected and 
autonomous vehicles ecosystem; 

• concrete and actionable good practices to improve the 
cybersecurity in connected and autonomous vehicles; and 

• a mapping of existing legislative standardisation and policy 
initiatives to foster harmonisation. 

29 November 2019 Press release 

Report  

ENISA prepares a cybersecurity 

certification candidate scheme for 
cloud services 

ENISA has announced its intention to launch a cybersecurity 

certification candidate scheme, following a request from the 
European Commission. The cybersecurity certification of cloud 
services will reinforce the provisions of the Free Flow of Data 
Regulation, which outlines the need for legal certainty about the 
security of data processing across borders. In conjunction with 
the introduction of the scheme, ENISA will launch a Call for 

expressions of interest in an Ad-Hoc Working Group for Cloud 
Cybersecurity Certification. 

2 December 2019 Press release 

EDPB convenes 16th plenary The EDPB convened its 16th plenary on 2-3 December 2019. 

The topics covered during the session included: 

• the EDPB’s Opinion on the Information Commissioner’s 
Office’s (“ICO”) draft Accreditation Requirements for a Code 
of Conduct monitoring body, which was subsequently 
published suggesting certain changes to the draft 
requirements to ensure consistency of approach by the 
various EU supervisory authorities; 

• the election of a representative and alternate to the 
Stakeholders Cybersecurity Certification group; 

• a GDPR evaluation of EDPB policy messages; and 

• their response to a request for guidance by the Body of 
European Regulators for Electronic Communication (“BEREC”) 
on the current EU data protection framework. In the 

2-3 December 2019 Agenda 

Press release 

Opinion on ICO draft 
Accreditation 
Requirements for a Code 
of Conduct monitoring 
body 

https://www.enisa.europa.eu/news/enisa-news/enisa-puts-cybersecurity-in-the-drivers-seat
https://www.enisa.europa.eu/publications/enisa-good-practices-for-security-of-smart-cars
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-certification-lifting-the-eu-into-the-cloud
https://edpb.europa.eu/sites/edpb/files/files/file1/20191202plenagenda_publicversion_en.pdft
https://edpb.europa.eu/news/news/2019/sixteenth-edpb-plenary-session_en
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbopinionukaccreditationmb_final_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbopinionukaccreditationmb_final_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbopinionukaccreditationmb_final_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbopinionukaccreditationmb_final_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbopinionukaccreditationmb_final_en.pdf
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response, the EDPB urges BEREC to outline and approve less 
intrusive and more uniform measures to manage internet 
access services. 

EDPB publishes its updated rules of 
procedure 

The EDPB has updated its rules of procedure. The main 
modification was made to Article 8 of the rules which governs the 

procedure through which the EDPB can grant the status of 
‘observer’ to data protection authorities in non-EU countries. 
There is now a requirement for the complete independence of 

non-EU data protection authorities. Data protection authorities 
which are granted the status of ‘observer’ may now participate in 
expert sub-groups and plenary sessions of the EDPB, where such 
involvement is in the interests of the EDPB. 

2 December 2019 Rules 

EDPB publishes its opinion on the 

ICO’s draft Accreditation 
Requirements for a Code of 
Conduct monitoring body 

The EDPB published its opinion on the ICO’s draft Accreditation 

Requirements for a Code of Conduct monitoring body. The EDPB 
wants to ensure that a correct and consistent approach is taken 
to the application of the requirements amongst the various 
Supervisory Authorities in the EEA. It proposes some changes to 
the draft Accreditation Requirements to ensure a consistent 
approach and application to accreditation of monitoring bodies 

across the EEA. 

3 December 2019 Opinion  

ENISA publishes a report on 

pseudonymisation techniques and 
best practices 

ENISA has published a report on “Pseudonymisation techniques 

and best practices” which explains key technical 
recommendations to implement pseudonymisation in business 
practice. The report sets out the principal pseudonymisation 
techniques including random number generation, cryptographic 
hash function and encryption. The main conclusion presented by 
the report is that there is no single, simple solution to 

pseudonymisation which will work for all types of businesses, and 
that a high level of expertise is required to introduce 
pseudonymisation whilst still avoiding the risk of discrimination 
and re-identification attacks. 

3 December 2019 Report 

Press release 

IAB reveals its CCPA Compliance 
Framework for Publishers and 
Technology Companies 

Following a consultation launched in October 2019, the 
Interactive Advertising Bureau (“IAB”) has released the first 
version of the ‘IAB CCPA Compliance Framework for Publishers & 
Technology Companies’ which is accompanied by the ‘Limited 

Services Provider Agreement’. The IAB intends for the Framework 

4 December 2019 Press release 

Framework 

Agreement 

https://edpb.europa.eu/our-work-tools/our-documents/rules-procedure/current-rules-procedure_en
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbopinionukaccreditationmb_final_en.pdf
https://www.enisa.europa.eu/publications/pseudonymisation-techniques-and-best-practices/at_download/fullReport
https://www.enisa.europa.eu/publications/pseudonymisation-techniques-and-best-practices
https://www.iab.com/blog/ccpa-compliance-framework/
https://www.iab.com/wp-content/uploads/2019/12/IAB_CCPA-Compliance-Framework-for-Publishers-Technology-Companies.pdf
https://www.iabprivacy.com/lspa-2019-12.pdf
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and Agreement to enable publishers who sell personal information 
to comply with the California Consumer Privacy Act (“CCPA”). 

The Framework includes an explicit requirement for publishers to 
give notice to consumers which sets out their rights, explains 
what will happen to their personal data, and includes a ‘Do Not 
Sell My Personal Information’ link.  

EU Commission publishes EU 
Cybersecurity Taxonomy 

The European Commission has published an updated version of 
its European Cybersecurity Taxonomy which provides guidance on 

the classification of cybersecurity terminologies, definitions and 

domains across the EU.  

5 December 2019 Press Release 

Taxonomy 

EDPB launches a consultation on 

the right to be forgotten on search 
engines  

The EDPB launched a consultation on the Guidelines on the 

Criteria of the Right to be Forgotten in Search Engines. The 
guidelines interpret the right to be forgotten on search engine 
results under the GDPR. They set out a data subject’s grounds for 
a de-listing request and the circumstances in which a search 
engine provider can refuse such a request. The consultation 
closes on 5 February 2020. 

11 December 2019 Press Release 

Guidelines 

EDPB published the first set of 

approved standard Article 28 

contractual clauses at the initiative 
of the Danish SA 

Following its opinion on the draft Article 28 standard clauses 

submitted by the Danish SA in July 2019, the EDPB has published 

the final text of the first standard contractual clauses (“SCCs”) 
for contracts between controllers and processors (in line with 
Article 28 GDPR) at the initiative of the Danish SA. 

According to the EDPB: “The standard processor agreement … 

aims at helping organisations to meet the requirements of Article 
28(3) and (4) GDPR, given the fact that the contract between 
controller and processor cannot just restate the provisions of the 
GDPR but should further specify them.” 

The EDPB also added that implementing SCCs adopted by an SA 
does not preclude the contractual parties from including 
additional clauses or safeguards, provided that they do not 

directly conflict with the adopted SCCs or prejudice the 
fundamental rights or freedoms of data subjects. 

However, it is important to note that the SCCs should be used ‘as 
is’. This means that parties who enter an agreement with an 
amended version of the clauses will not been seen as having 
adopted the SCCs.  

11 December 2019 Press release 

https://ec.europa.eu/digital-single-market/en/news/european-commission-publishes-eu-cybersecurity-taxonomy
https://publications.jrc.ec.europa.eu/repository/bitstream/JRC118089/taxonomy-v2.pdf
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-52019-criteria-right-be-forgotten-search_en
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_201905_rtbfsearchengines_forpublicconsultation.pdf
https://edpb.europa.eu/news/news/2019/first-standard-contractual-clauses-contracts-between-controllers-and-processors-art_en
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EDPB publishes letter 

recommending standardised 
approach to management of 
internet traffic 

The EDPB published a letter in response to a request from BEREC 

for guidance on the EU data protection framework. The letter 
identifies concerns in relation to the processing of domain names 
and URLs for the purposes of traffic management and billing. In 
the letter, EDPB recommends that internet access services, and 
where appropriate BEREC, define and agree standardised ways to 
manage internet traffic in a less invasive way and not based on 

the use of URLs and domain names. 

12 December 2019 Letter 

EDPS reflects on privacy issues 

involved with data sharing and 
competition 

The EDPS has published a blog post which discusses the 

relationship between data sharing and competition. In particular, 
the post considers whether troves of data should be classed as 
essential for competing in one or more neighbouring digital 
markets. The post highlights that a growing body of economists 
argue for allowing and encouraging voluntary sharing of data 
between competitors in a market, and for remedies to 

competition cases which require dominant firms to grant their 
competitors access to their data. 

In addition, the post explores whether the dispersal of data would 
indeed allow for greater competition in concentrated markets, 

pointing to broader infrastructure of processing equipment, 

algorithmic sophistication, human talent and lobbying and legal 
resources as additional factors contributing to the powerful 
positions of big players. 

The post also notes the role of data protection compliance in the 

sharing of large volumes of datasets to boost competitiveness 
including the potential need for specific public interest grounds, 
set down in a legal instrument or the determination of a 
competent authority in order to lawfully share datasets with 
competitors. This topic was recently discussed at a Digital 
Clearinghouse meeting which was attended by data protection, 
consumer and competition watchdogs. The EDPS has called for 

further collaboration in this space. 

13 December 2019 Blog post 

Advocate General issues Opinion in 

Schrems II concerning the validity 
of Standard Contractual Clauses  

The Advocate General (“AG”) issued his Opinion in the Schrems II 

case. In summary, the AG has advised that the validity of the EU 
Commission’s SCCs is not affected by complaints made in 
Schrems II. The Opinion is not binding, however it provides us 

19 December 2019 Eversheds Sutherland 

briefing 

http://edpb.europa.eu/sites/edpb/files/files/file1/edpb_letter_out2019-0055_berecnetneutrality2.pdf
https://edps.europa.eu/press-publications/press-news/blog/sharing-caring-depends_en
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/advocate-general-advises-on-schrems-ii-191219
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/advocate-general-advises-on-schrems-ii-191219
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with a strong indication as to what the Court of Justice of the 
European Union’s (“CJEU”) judgment will be. 

The key takeaways from the Opinion are as follows – the AG 
advises that: 

• the validity of European Commission Decision 2010/87/EU 
regarding the SCCs should not be affected by the questions 

referred to the CJEU by the Irish High Court; 

• the SCCs provide a valid mechanism to facilitate international 

transfers of personal data; 

• where SCCs are relied upon to legitimise transfers of personal 
data to a third country, the onus is on controllers and 
supervisory authorities to suspend or prohibit transfers when 
the SCCs cannot be complied with by the data importer in 
that third country because of obligations imposed by the law 
of that country; and 

• the CJEU should refrain from ruling on the impact of Privacy 
Shield on the complaint raised by Schrems in this case and 
the validity of the Privacy Shield decision. 

However, the AG does set out a number of observations including 

reasons that lead him to question the validity of the Privacy 
Shield decision. 

You can read our briefing here. 

EU Council Presidency announces 

its position on the application of 
GDPR and highlights areas for 
attention 

In July, the Finnish Presidency of the Council of the EU announced 

that they would prepare an evaluation of the implementation of 
GDPR before the end of the year. As part of its statement, the 
Presidency invited Member States to feed back their observations. 
Nineteen Member States have submitted their observations on 
the application of GDPR and the Council published a summary 
Annex comprising all the comments. The Annex does not include 

any submission from the United Kingdom. 

The Presidency of the Council of the European Union released its 
‘Position and Findings on the Application of the GDPR’. The 
position was produced after comments were provided by Member 
States. In the position, the Presidency encourages the European 

Commission to consider in its upcoming report the application and 
functioning of the GDPR beyond what is specifically mentioned in 

19 December 2019 Position paper 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=221826&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=52601
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32010D0087
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/advocate-general-advises-on-schrems-ii-191219
https://data.consilium.europa.eu/doc/document/ST-12756-2019-REV-1/en/pdf
https://www.parlament.gv.at/PAKT/EU/XXVII/EU/00/73/EU_07382/imfname_10949357.pdf
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Article 97(2) GDPR (i.e. Chapter V on transfers and Chapter VII 
on cooperation and consistency). 

EDPS blogs about connected cars  The EDPS has written a blog post about connected cars which 
explains what connected cars are and the data protection issues 
which are relevant to them. Such issues include the lack of 

transparency, excessive data collection and data retention, the 
collection of or interference with sensitive information, lack of 
control, purpose limitation challenges, and the level of control 

over security and access. 

20 December 2019 EDPS blog post 

EDPS issues guidelines to help 
policymakers assess new proposals 
for compliance with privacy rights 

The EDPS issued proportionality guidelines to help EU 
policymakers with assessing the compliance of new proposals that 
could impact fundamental rights to privacy and the protection of 
personal data. The guidelines are designed to be considered in 

combination with the Necessity Toolkit issued in 2017. 

20 December 2019 EDPS statement 

Europol publishes EU digital 

evidence report 

Europol has published a report on the EU digital evidence 

situation. The report focuses on examining the level of access 
which EU Member States had to evidence held by foreign 
electronic databases in 2018, as well as calculating the number 
requests each EU Member State submitted to foreign online 

service providers. 

The report goes on to suggest recommendations such as the 
implementation of comprehensive guidelines for law enforcement 
authorities concerning what data should be shared and to which 
legal entity data access requests should be submitted. 

20 December 2019 Report 

 

https://edps.europa.eu/data-protection/our-work/publications/techdispatch/techdispatch-3-connected-cars_en
http://edps.europa.eu/press-publications/press-news/press-releases/2019/edps-publishes-new-proportionality-guidelines_en
https://www.europol.europa.eu/sites/default/files/documents/sirius_eu_digital_evidence_report.pdf
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Austrian DPA: Fine of €18 million 

against postal service 

The postal service had created profiles of more than three million 

Austrian residents. These profiles included information such as 
name and address, number of received packages, how often the 
individual moved to another house/flat, but also the expected 

political party affinity (calculated from collected data and open 

data). The profiles were sold for marketing purposes. 

The Austrian data protection authority (“DPA”) considered this a 
violation of (amongst others) Articles 6 and 9 of the GDPR. Due 
to the number of affected data subjects and the special sensitivity 
of data about political affinity, the Austrian DPA considered a fine 

of €18 million to be adequate. 

The fine is not yet enforceable, the postal service has appealed 
against this decision. 

23 October 2019 Press release (in 

German) 

New Austrian Government: 
Planned measures in privacy and 

cybersecurity 

The newly formed Austrian Government, a coalition between the 
Conservatives (ÖVP) and the Green Party (die Grünen), published 

their government program. In the program, several projects in 
the area of privacy and cybersecurity are planned. 

In the program, the Government undertakes to increase the 
“financial, personal and material means” of the Austrian DPA. The 
long duration of DPA proceedings has been criticized heavily 

during the last months, it is therefore expected that the Austrian 

1 January 2020 Government Program (in 
German) 

https://www.ots.at/presseaussendung/OTS_20191029_OTS0095/strafverfahren-gegen-oesterreichische-post-ag
https://www.ots.at/presseaussendung/OTS_20191029_OTS0095/strafverfahren-gegen-oesterreichische-post-ag
https://www.dieneuevolkspartei.at/Download/Regierungsprogramm_2020.pdf
https://www.dieneuevolkspartei.at/Download/Regierungsprogramm_2020.pdf
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DPA will increase their staff and proceedings will be completed 
quicker. 

Furthermore, the new Government plans to extend the 
representation rights of NGOs under Article 80(2) of the GDPR. In 
the future, NGOs shall be able to represent data subjects in 
liability proceedings against big technology companies. 

A new AI strategy will also be developed. In regulating AI, the 
Government considers the right to privacy and data protection to 

be fundamental principles. 

As part of the new Government’s cybersecurity strategy, a new 
competence centre for IT-security, cybersecurity and data 

protection technology will be created. This centre will act as an 
inspection body and also offer consulting services. 

Austrian DPA: Most dashcams are 

prohibited under the GDPR 

In the context of a consultation proceeding under Article 36 

GDPR, the Austrian DPA had to evaluate, if the use of a dashcam 
in a car is permitted under the GDPR. 

The evaluated dashcam would automatically delete all video 
material, unless the dashcam registered a crash or unless the 
dashcam’s “SOS button” was pressed. 

The Austrian DPA ruled that the use of such a dashcam cannot be 
based on legitimate interests pursuant to Article 6(1)(f) GPDR. 

The “SOS button” could be pressed, even if no accident had 
occurred. Therefore, this would allow users of the dashcam to 
continuously monitor the traffic and people around them. As this 
might lead to a continued monitoring of data subjects in an area 
where most data subjects do not expect to be monitored, the 
data subjects’ interest in not being monitored exceeds the car 

owner’s interest in operating the dashcam. Furthermore, the 
“SOS button” violates the principle of data minimisation. 

Therefore, according to the Austrian DPA, the use of such 
dashcams violates the GDPR and is prohibited in Austria. 

3 December 2019 First Decision by the DPA 

(in German) 

Second Decision by the 

DPA (in German) 

Austrian DPA: Quarterly Report In this report, the DPA emphasises that ignorance of the GDPR 
rules or wrong information by consultants does not protect 

entities from being fined under the GDPR. The DPA also published 
information on the new Austrian ordinance on accreditation of 

15 October 2019 Quarterly Report (in 
German) 

https://www.ris.bka.gv.at/Dokumente/Dsk/DSBT_20180709_DSB_D485_000_0001_DSB_2018_II_00/DSBT_20180709_DSB_D485_000_0001_DSB_2018_II_00.pdf
https://www.ris.bka.gv.at/Dokumente/Dsk/DSBT_20180709_DSB_D485_000_0001_DSB_2018_II_00/DSBT_20180709_DSB_D485_000_0001_DSB_2018_II_00.pdf
https://www.ris.bka.gv.at/Dokumente/Dsk/DSBT_20180709_DSB_D485_000_0001_DSB_2018_I_00/DSBT_20180709_DSB_D485_000_0001_DSB_2018_I_00.pdf
https://www.ris.bka.gv.at/Dokumente/Dsk/DSBT_20180709_DSB_D485_000_0001_DSB_2018_I_00/DSBT_20180709_DSB_D485_000_0001_DSB_2018_I_00.pdf
https://www.dsb.gv.at/documents/22758/115212/Newsletter_DSB_4_2019.pdf/2ca1fe4c-b914-44bf-b46d-637c7c60835f
https://www.dsb.gv.at/documents/22758/115212/Newsletter_DSB_4_2019.pdf/2ca1fe4c-b914-44bf-b46d-637c7c60835f
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bodies for monitoring codes of conduct pursuant to Article 
57(1)(p) GDPR. 
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The Cryptography Law of the 

People's Republic of China 

（《中华人民共和国密码法》） 

On 26 October 2019, China formally enacted its new 

Cryptography Law. The new law came into effect on 1 January 
2020. 

Whilst a few minor linguistic changes have been made to the 

draft published on 5 July 2019, the final version remains largely 
unchanged. 

Published: 26 October 

2019 

Effective: 1 January 

2020 

The Cryptography Law of 

the People's Republic of 
China 

Administrative Measures for the 

Release of Information on Cyber 
Security Threats (Draft) 

（《网络安全威胁信息发布管理办法（征求意

见稿）》） 

On 21 November 2019, the National Internet Information Office 

published a draft of the Administrative Measures for the Release 
of Information on Cyber Security Threats for public commentary. 
The draft measures specify the requirements for releasing cyber 
security threat warnings. The draft measures also stipulate 

certain reporting procedures to be followed before releasing 
information relating to any cyber security issues. The key 
elements of the draft measures are listed as follows: 

• the definition of ‘cybersecurity threat information’, which is 

specified as including any act that may threaten the normal 
operation of the network, such as computer viruses, cyber-
attacks and intrusions etc., and any act that might expose the 
network to vulnerability, such as system bugs, properties of 
Internet structure designs, and security strategies etc; 

20 November 2019 Administrative Measures 

for the Release of 
Information on Cyber 
Security Threats (Draft) 

http://www.npc.gov.cn/npc/c30834/201910/6f7be7dd5ae5459a8de8baf36296bc74.shtml
http://www.npc.gov.cn/npc/c30834/201910/6f7be7dd5ae5459a8de8baf36296bc74.shtml
http://www.npc.gov.cn/npc/c30834/201910/6f7be7dd5ae5459a8de8baf36296bc74.shtml
http://www.npc.gov.cn/npc/c30834/201911/507f3d238d3a49c4846168dd8b07a96e.shtml
http://www.npc.gov.cn/npc/c30834/201911/507f3d238d3a49c4846168dd8b07a96e.shtml
http://www.npc.gov.cn/npc/c30834/201911/507f3d238d3a49c4846168dd8b07a96e.shtml
http://www.npc.gov.cn/npc/c30834/201911/507f3d238d3a49c4846168dd8b07a96e.shtml
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• any information released regarding cyber security issues 
should be reported to the police at or above city level where 
the incident happens; and 

• when publishing cybersecurity threat information, any 
unauthorized individuals, societies or enterprises should avoid 
using the word ‘warning’ in the title. 

Interpretation on the Application 
of Law in Handling Criminal Cases 

Involving Illegal Use of 

Information Networks and 
Assistance in Criminal Activities 
Relating to Information Network 

（《办理非法利用信息网络、帮助信息网络犯

罪活动等刑事案件适用法律若干问题的解

释》） 

On 21 October 2019, the Supreme People's Court and the 
Supreme People's Procuratorate published “Several Issues 

concerning the Application of Law in Handling Criminal Cases 

Involving Illegal Use of Information Networks and Assistance in 
Criminal Activities Relating to Information Network” (the 
“Interpretation”). The Interpretation focused on clarifying 
several definitions concerning cybercrime. Some of the major 

clarifications include specifying： 

• the criminal law definition of ‘internet service provider’, 
including those who provide internet access and transmission 
services, instant messaging services, online payment 

services, online gaming services, online streaming services 
and those who provide public services concerning e-

governance, education and medication; 

• the criminal law definition of ‘causing a large amount of illegal 
information to be disseminated’; 

• the criminal law conditions of ‘internet service providers 
refusing to fulfil network security management obligations, 
resulting in user information leakage and causing ‘severe 
consequences’ and illustrating five situations to be considered 

as ‘severe consequences’; and 

• the criminal law conditions of ‘internet service providers 
refusing to fulfil network security management obligations 
and causing ‘other severe consequences’ and illustrating 

seven conditions to be considered as ‘severe consequences’. 

Published: 21 October 
2019 

Effective: 1 November 
2019 

Interpretation on the 
Application of Law in 

Handling Criminal Cases 

Involving Illegal Use of 
Information Networks 
and Assistance in 
Criminal Activities 
Relating to Information 
Network 

Measures for Identification of 

Illegal Collection and Use of 
Personal Information by 
Applications 

On 28 November 2019, the Circular of the Secretariat of the 

Cyberspace Administration of China, the General Office of the 
Ministry of Industry and Information Technology, the General 
Office of the Ministry of Public Security and the General Office of 
the State Administration for Market Regulation issued the 
“Measures for Identification of Illegal Collection and Use of 

Published: 28 

November 2019 

Effective: 28 
November 2019 

Measures for 

Identification of Illegal 
Collection and Use of 
Personal Information by 
Applications 

http://www.cac.gov.cn/2019-10/25/c_1573534999086260.htm
http://www.cac.gov.cn/2019-10/25/c_1573534999086260.htm
http://www.cac.gov.cn/2019-10/25/c_1573534999086260.htm
http://www.cac.gov.cn/2019-10/25/c_1573534999086260.htm
http://www.cac.gov.cn/2019-10/25/c_1573534999086260.htm
http://www.cac.gov.cn/2019-10/25/c_1573534999086260.htm
http://www.cac.gov.cn/2019-10/25/c_1573534999086260.htm
http://www.cac.gov.cn/2019-10/25/c_1573534999086260.htm
http://www.cac.gov.cn/2019-10/25/c_1573534999086260.htm
http://www.cac.gov.cn/2019-12/27/c_1578986455686625.htm
http://www.cac.gov.cn/2019-12/27/c_1578986455686625.htm
http://www.cac.gov.cn/2019-12/27/c_1578986455686625.htm
http://www.cac.gov.cn/2019-12/27/c_1578986455686625.htm
http://www.cac.gov.cn/2019-12/27/c_1578986455686625.htm
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（《App违法违规收集使用个人信息行为认

定方法》） 

Personal Information by Applications”. The measures specify the 
regulations in relation to the illegal use of personal information 
and cover the following: 

• specifying the behaviours considered as ‘secretly collecting 
and using personal information’; 

• listing the behaviours recognized as ‘not explicitly explaining 

the purpose, method or scope of collection and use of 
personal information’; 

• recognising the concept of ‘using personal information without 
consent’; 

• exemplifying the collection of irrelevant personal information; 

• illustrating the concept of ‘providing third parties with 
personal information without the consent of users’; and 

• listing ‘missing functions for deleting and correcting personal 
information’ and ‘missing contacts for complaints’. 

Multi-Level Protection Standards 
2.0 for Cybersecurity 

The PRC Cybersecurity Law imposes requirements on Multi-Level 
Protection Standards (“MLPS”). It is generally stipulated that 
“network operators shall comply with the MLPS of the country”. 

Apart from the PRC Cybersecurity Law, the only effective 
legislation regarding the MLPS as of today are the Administrative 
Measures for the Graded Protection of Information Security, 
which were enacted back in 2007 and form the legal basis for the 
implementation of MLPS 1.0 (the “1.0 Regulation”). 

The draft Regulations on the Graded Protection of Cybersecurity 
are deemed to be the legal basis for MLPS 2.0 (the “2.0 
Regulation”). 

The draft 2.0 Regulation has made quite a few changes to the 1.0 
Regulation, including but not limited to: 

1) change to the grading criteria; 

2) incorporating new obligations to network of grade 2 and 3 or 
higher level; and 

3) requiring risk control against new technologies including cloud 

computing, big data, artificial intelligence etc. 

On 10 May 2019, the Technical Management Department of the 
State Administration for Market Regulation (“SAMR”), together 

Published: 10 May 
2019 

Effective: 1 December 

2019 

Multi-level Protection  
Standards 2.0 for Cyber 
Security 

http://www.gb688.cn/bzgk/gb/std_list?p.p1=0&amp;p.p90=circulation_date&amp;p.p91=desc&amp;p.p2=%E7%BD%91%E7%BB%9C%E5%AE%89%E5%85%A8%E7%AD%89%E7%BA%A7%E4%BF%9D%E6%8A%A4
http://www.gb688.cn/bzgk/gb/std_list?p.p1=0&amp;p.p90=circulation_date&amp;p.p91=desc&amp;p.p2=%E7%BD%91%E7%BB%9C%E5%AE%89%E5%85%A8%E7%AD%89%E7%BA%A7%E4%BF%9D%E6%8A%A4
http://www.gb688.cn/bzgk/gb/std_list?p.p1=0&amp;p.p90=circulation_date&amp;p.p91=desc&amp;p.p2=%E7%BD%91%E7%BB%9C%E5%AE%89%E5%85%A8%E7%AD%89%E7%BA%A7%E4%BF%9D%E6%8A%A4
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with the Standardization Administration of China, officially issued 
a core series of new MLPS standards, to supplement the 2.0 
Regulation, on including: 

• GB/T 22239-2019 Information Security Technology–Baseline 
for Classified Protection of Cybersecurity; 

• GB/T 25070-2019 Information Security Technology–Technical 

Requirements of Security Design for Classified Protection of 
Cybersecurity; and 

• GB/T 28448-2019 Information Security Technology–
Evaluation Requirements for Classified Protection of 
Cybersecurity. 

A further three standards were published on 30 August 2019 and 
will come into effect on 1 March 2020, namely: 

• GB/T 25058-2019 Information security technology—
Implementation guide for classified protection of 
cybersecurity; 

• GB/T 37934-2019 Information security technology—Security 

technical requirements of industrial control system security 
isolation and information ferry system; and 

• GB/T 37955-2019 Information security technology—Security 
technique requirements for numerical control network. 

Pending the formal promulgation of 2.0 Regulation, the new MLPS 
standards will be important references for enterprises’ compliance 
in respect of data protection. 
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The Conseil d’Etat validates CNIL's 

action plan on cookies 

The Conseil d’Etat (French administrative supreme court) ruled 

that the position of the Commission Nationale de l’Informatique et 
des Libertés (the “CNIL”) of deferring the entry into force of the 
rules on consent to cookies, does not disregard the right to the 

protection of personal data and its requirement for predictability. 

By way of reminder, in July 2019 the CNIL had published an 
action plan indicating that during a transitional period until mid-
2020, implied consent by continuing to use a website would be 
considered valid. 

Such implied consent was valid under the former French 
regulations but is not in line with the GDPR which requires the 
expression of consent by a clear positive act.  
The Conseil d'Etat adopted a pragmatic approach, considering 
that by deferring the implementation of the new rules applicable 

to cookies, the CNIL does impose "an obligation to comply, which 
the exercise of the power to sanction would not, in any event, be 

likely to enforce more quickly". 

16 October 2019 Conseil d'Etat decision 

Publication of list of processing 

operations for which a DPIA is not 
required 

The CNIL has adopted its list of processing operations for which a 

Data Protection Impact Assessment (“DPIA”) is not required. It 
includes twelve types of processing operations for which it does 
not consider it mandatory to carry out a DPIA. The list is not 
exhaustive since processing operations that do not present a high 

22 October 2019 List of processing 

operations for which a 
DPIA is not required 

https://www.dalloz-actualite.fr/document/ce-16-oct-2019-req-n-433069
https://www.cnil.fr/sites/default/files/atoms/files/liste-traitements-aipd-non-requise.pdf
https://www.cnil.fr/sites/default/files/atoms/files/liste-traitements-aipd-non-requise.pdf
https://www.cnil.fr/sites/default/files/atoms/files/liste-traitements-aipd-non-requise.pdf
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risk to the rights and freedoms of individuals also do not require a 
DPIA. The list complements the list of processing operations for 
which a DPIA is mandatory, already adopted by the CNIL in 
November 2018. 

Indirect access: no obligation to 

deliver a copy of the data 
consulted 

The Conseil d’Etat ruled that in the context of a request for 

indirect access by a data subject, the Minister of Home Affairs is 
not required to provide the data subject with a copy of the data. 
An indirect access procedure is provided by French law for access 

to information recorded in certain public files relating to State 
security, defence or public safety. 

The request for access must be addressed to the CNIL, and not to 
the data controller directly. French law then provides that the 
data controller must communicate the requested information to 
the data subject by means it chooses. 

In the case submitted to the Conseil d’Etat , the applicant had 
been able to consult on the spot its data stored in a file managed 
by the Ministry of the Home Affairs, but had been unable to 
obtain a copy. 

The Conseil d’Etat considered that the ministry was free to 

provide for on-site consultation as the only means of access and 
was not obliged to offer a copy of the data. 

24 October 2019 Conseil d’Etat decision 

CNIL releases a new version of its 

software "open source PIA" 

The CNIL has announced the release of a new version of its 

software "open source PIA" that facilitates the conduct and 
formalisation of DPIAs provided for by the GDPR. 

The software is available in French and English and aims to 
facilitate the appropriation of the CNIL's DPIA guidelines, in 
particular for data controllers unfamiliar with the DPIA process. 

31 October 2019 CNIL statement 

CNIL imposes a €500,000 penalty 
on a company breaching rules 
applicable to telephone 

prospecting 

CNIL imposed a €500,000 penalty on a company specialised in 
the thermal insulation of private homes. As part of its activity, the 
company uses the services of several call centres mainly located 

outside the European Union, which carry out telephone 
campaigns on its behalf. 

The CNIL received a complaint from a person explaining he was 
still receiving multiple calls even though he had indicated to the 
teleoperator that he no longer wanted to be called and had also 
exercised his right of opposition by mail. 

21 November 2019 CNIL decision 

https://www.legifrance.gouv.fr/affichJuriAdmin.do?oldAction=rechJuriAdmin&amp;idTexte=CETATEXT000039274956&amp;fastReqId=588600619&amp;fastPos=1
https://www.cnil.fr/fr/outil-pia-telechargez-et-installez-le-logiciel-de-la-cnil
https://www.legifrance.gouv.fr/affichCnil.do?oldAction=rechExpCnil&amp;id=CNILTEXT000039419459&amp;fastReqId=461698027&amp;fastPos=1
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The CNIL carried out a check at the company's premises which 
revealed that the company had received several letters from 
people complaining that they continued to receive calls despite 
their opposition. 

It also appeared that the company's files contained several 
excessive comments concerning customers, and individuals were 
not properly informed about the processing of their personal data. 

The CNIL issued a formal notice to the company to comply with 

the GDPR asking it to adopt the necessary corrective measures. 

Having received no satisfactory response to this formal notice, 
and in view of the number of breaches, their persistence and their 

seriousness, the CNIL imposed a fine of €500,000 on the 
company. 

CNIL publishes guidelines on 

“warehouse of health data” 

The CNIL has published guidelines on the processing of health 

data in the context of the creation of a “warehouse of health 
data” to understand their regime. 

It states that when a database containing health data is created, 
the controller must determine whether it will allow several 
processing operations to be carried out at a later stage 

(“warehouse”) or whether it is a one-off medical research project. 
Depending on this choice, the formalities to be fulfilled are 
different. 

The distinction is as follows: The “warehouse” collects data en 
masse for reuse on several research projects, whereas the 
medical research project has a specific purpose and is limited in 
time. 

For a “warehouse”, there are two steps to consider: 

1) processing for the creation of the “warehouse”, and 

2) subsequent processing for each medical research project 
based on the “warehouse”. 

At the time of the creation of the “warehouse”: 

• either the explicit consent of the data subjects must be 
obtained and no formalities are then necessary, or a request 
for "health" authorisation must be made to the CNIL; 

• a DPIA must be carried out; and 

28 November 2019 CNIL guidelines 

https://www.cnil.fr/fr/traitements-de-donnees-de-sante-comment-faire-la-distinction-entre-un-entrepot-et-une-recherche-et
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• the data subjects must receive individual information on the 
creation of the “warehouse”. 

Then, for each medical research project based on the 
“warehouse”, the rules laid down for medical research must be 
applied, in particular: 

• either a commitment to comply with a reference methodology 

(if an appropriate one exists) must be made, or an application 
for a “research” authorisation must be made to the CNIL; 

• data subjects must receive individual information on each 
research project based on the “warehouse”; and 

• the need for an DPIA must be assessed. 

CNIL publishes its own record of 

data processing activities 

In the interests of transparency and education, the CNIL has 

made public its own record of data processing activities, 
accompanied by explanations. 

Its purpose is to facilitate the interpretation of certain GDPR 
concepts by giving the data controllers concrete examples such as 
the appropriate legal bases to use. 

On the same day, the CNIL also published a set of FAQs to help 

data controllers to understand the different legal bases and help 
them choose the appropriate basis for their processing activities. 

2 December 2019 CNIL statement 

CNIL FAQ on legal bases 

 

https://www.cnil.fr/fr/la-cnil-publie-son-registre-rgpd
https://www.cnil.fr/fr/les-bases-legales
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Berlin Commissioner for Data 

Protection and Freedom of 
Information imposes a fine of 
almost 200,000 EUR on food 
delivery company 

According to the findings of the Berlin Commissioner for Data 

Protection and Freedom of Information, the company had not 
deleted accounts of former customers in ten cases, even though 
those data subjects had not been active on the company's 
delivery service platform for years – in one case even since 2008. 
In addition, eight former customers had complained about 
unsolicited marketing e-mails from the company. 

1 October 2019 Press Release 

Federal Ministry of Justice and 
Consumer Protection publishes 

study on GDPR implementation for 

online services 

The Federal Ministry of Justice published a study to examine the 
current state of implementation of the GDPR regulations for 

online services. The study found that data processing for the 

purposes of personalised advertising is the biggest problem. The 
Ministry’s evaluation of 35 large German companies identifies 
best practice and poor performers. 

1 October 2019 Study 

Berlin Commissioner for Data 
Protection and Freedom of 

The company used an archiving system for the storage of 
personal data of tenants that did not provide for the possibility of 
deleting data that was no longer required. This involved data 

30 October 2019 Press Release  

https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2019/20190919-PM-Bussgelder.pdf
https://www.bmjv.de/SharedDocs/Downloads/DE/News/Artikel/112919_DSGVO_Studie.pdf?__blob=publicationFile&amp;v=2
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2019/20191105-PM-Bussgeld_DW.pdf
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Information imposes a fine of 14.5 
million EUR on a housing company 

relating to the personal and financial circumstances of tenants, 
such as salary statements, self-disclosure forms, extracts from 
employment and training contracts, tax, social security and 
health insurance data as well as bank statements. In addition to 

sanctioning this structural violation, the Berlin data protection 
commissioner imposed further fines of between 6,000 and 17,000 
EUR on the company for the inadmissible storage of personal data 
of tenants in 15 specific individual cases. 

Data Protection Conference 
publishes a position paper with 
recommendations for a data 
protection compliant design of AI 

systems 

The Data Protection Conference, an association of independent 
federal and state data protection supervisory authorities, 
published a position paper containing recommendations for the 
data protection-compliant operation of AI systems. The position 

paper aims to provide guidance and clarity for relevant 
stakeholders and ensure that the fundamental rights and 
freedoms of the persons concerned are also safeguarded in the 
dynamic environment shaped by AI systems. 

6 November 2019 Position Paper 

Data Protection Conference 
publishes statement on the 
transfer of health data 

The Data Protection Conference is critically concerned about 
operators of health websites and health apps sharing sensitive 
personal data of users to third parties without having a legal 

basis. The recipients often include large companies such as 

Facebook, Google and Amazon, which primarily pursue their own 
business interests. Linking the shared data with other information 
may lead to the creation of health profiles for each user, which 
they are not aware of. In a statement, the Data Protection 
Conference reminds the operators of health websites and health 
apps to respect the confidentiality expectations of their users and 

clarifies those cases where disclosure may be admissible. 

6 November 2019 Statement 

Data Protection Conference 

publishes a white paper on 
technical requirements for 
messenger services used in 

hospitals 

The Data Protection Conference has published a catalogue of 

technical requirements for messenger services used in hospitals. 
Service providers are expected to comply with these 
requirements and controllers should take them into account when 

selecting suitable messenger services for their hospital. 

7 November 2019 Whitepaper 

Bavarian State Commissioner for 
Data Protection publishes a 
guidance on the right of access 

under the General Data Protection 
Regulation 

The guidance of the Bavarian State Commissioner for Data 
Protection explains the application of Article 15 GDPR in depth 
and how controllers can prepare and deal with such requests. 

1 December 2019 Guidance 

https://www.datenschutzkonferenz-online.de/media/en/20191106_entschlie&#223;ung_KI_DSK.pdf
https://www.datenschutzkonferenz-online.de/media/en/20191106_entschlie&#223;ung_gesundheitswebseiten_dsk.pdf
https://www.datenschutzkonferenz-online.de/media/oh/20191106_whitepaper_messenger_krankenhaus_dsk.pdf
https://www.datenschutz-bayern.de/verwaltung/OH_Recht_auf_Auskunft.pdf
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State Commissioner for Data 

Protection and Freedom of 
Information of Rhineland-
Palatinate imposes a fine of 
105,000 EUR on a hospital in 
Rhineland-Palatinate 

The fine is based on several infringements of the GDPR in 

connection with confusion of identity in the admission of the 
patient. This resulted in incorrect invoicing and revealed 
structural technical and organizational deficits of the hospital in 
their patient management. However, the data protection 
authority welcomed the hospital's efforts to promote further 
developments and improvements in data protection management 

in a sustainable manner. 

3 December 2019 Press Release 

Social Court of Frankfurt (Oder 

ruled that data subjects are not 
entitled to request certain 
measures from a data protection 
authority 

The Social Court of Frankfurt (Oder) ruled that the  

GDPR provides no right of a data subject to request specific 
measures from the data protection authorities. The data 
protection authorities are only obliged to deal with a complaint 
and to investigate the subject of the complaint and to inform the 
complainant of the progress and outcome of the investigation. 

6 December 2019 Decision 

Federal Commissioner for Data 
Protection and Freedom of 

Information imposes a fine of 
almost 10 million EUR on the 
telecommunications service 

provider 

The fined company offers telecommunication services. A caller 
could obtain extensive customer personal data from the 

company's customer service department simply by entering a 
customer's name and date of birth. In this authentication 
procedure, the Federal Commissioner for Data Protection and 

Freedom of Information saw a violation of Article 32 GDPR, 
according to which a company is obliged to take appropriate 
technical and organisational measures to systematically protect 
the processing of personal data. The fine imposed was at the 

lower end of the scale due to the company's cooperation with the 
DPA. 

9 December 2019 Press Release 

Wertheim Local Court imposes a 

penalty of 15,000 EUR for 
insufficient information according 
to the GDPR 

If a controller does not provide any information or provides 

insufficient information in response to a request under Article 15 
GDPR, a fine by a DPA can be considered. In addition, however, 
data subjects also have the possibility of taking recourse to the 
data processing authority before a civil court. In this case, the 
local court imposed a penalty of 15,000 EUR against the 

controller responsible for providing the information. 

12 December 2019  

Data Protection Conference 

publishes report on experience 
gained in the implementation of 
the GDPR 

The Data Protection Conference consider the following points as 

particular issues that still need to be resolved: making life easier 
and practicability; data breach reports; purpose limitation; data 
protection by design; supervisory authorities’ powers and 

13 December 2019 Report 

https://www.datenschutz.rlp.de/de/aktuelles/detail/news/detail/News/geldbusse-gegen-krankenhaus-aufgrund-von-datenschutz-defiziten-beim-patientenmanagement/
https://openjur.de/u/2174631.html
https://www.bfdi.bund.de/DE/Infothek/Pressemitteilungen/2019/30_BfDIverh%C3%A4ngtGeldbu%C3%9Fe1u1.html
https://www.datenschutzkonferenz-online.de/media/dskb/20191213_evaluation_report_german_dpa_s_clean.pdf
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sanctioning practice; provisions on competence, cooperation and 
consistency; direct marketing; profiling; and accreditation. 
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SFC issue guidelines on use of 

external electronic data storage 
providers, including cloud service 

providers 

Use of external electronic data storage providers (“EDSP”) is 

permissible under the Securities and Futures Commission’s 
(“SFC”) circular to Licensed Corporations – Use of external 

electronic data storage, but it remains the licensed corporations’ 
(“LC”) responsibility to implement policies and controls to ensure 
information integrity, authenticity and reliability, security, 
confidentiality and accessibility. 

Where an LC keeps regulatory records exclusively with an EDSP, 
such information must be fully accessible by SFC upon demand. 
At least two managers with the necessary knowledge, expertise 

31 October 2019 SFC Circular 

https://www.sfc.hk/edistributionWeb/gateway/EN/circular/intermediaries/supervision/doc?refNo=19EC59
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and authority must be appointed by the LC to ensure that SFC 
has effective access in this regard. Further, the LC should be able 
to provide a detailed audit trail regarding access to such 
regulatory records. 

Where an LC stores its regulatory records exclusively with an 
EDSP and the relevant EDSP is located outside Hong Kong it must 
obtain an undertaking from the EDSP to the LC that the EDSP 
shall provide the regulatory records and any assistance to the 

SFC on demand. 

HKMA survey on AI in retail 

banking 

The Hong Kong Monetary Authority (“HKMA”) conducted a survey 

on AI application in Q3 2019 among the Hong Kong banking 
industry. The results showed that: 

• 89% of the respondents have adopted or plan to adopt AI 
applications; 

• the top three reasons for banks applying AI technology are to 
strengthen risk management, to improve customer 
experience and to reduce costs; 

• the trend is to extend the application of AI from customer-
related use cases (e.g. client-facing chatbots, remote 

onboarding and biometric customer identification) to risk 
management use cases (e.g. anti-money laundering, fraud 
detection, credit scoring, etc.); 

• the total capital investment in AI in the next five years will 
raise by 70%; and 

• the top three AI risks identified by banks are lack of expertise 

or resources, biased decisions made by the AI models and 
lack of quality data. 

1 November 2019 Fact Sheet 

HKMA released high-level 

principles on AI 

The HKMA released a circular on High-level Principles on Artificial 

Intelligence, covering 12 principles related to the transparency of 
AI applications, data quality and protection, cybersecurity 

measures and consumer protection, etc. For example, banks 
should be able to explain its AI applications to all relevant parties 
and keep an audit log to track the outcome of its AI applications 

on a continuous basis. 

Banks are expected to take the principles into account when 
designing and adopting their AI and big data analytics 

1 November 2019 HKMA Circular 

https://www.hkma.gov.hk/media/eng/doc/key-functions/finanical-infrastructure/Artificial_Intelligence_(AI)_in_Retail_Banking.pdf
https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20191101e1.pdf


 

Updata Edition 6 – October to December 2019 | Updates by territory 38 

Hong Kong 

Development Summary Date Links 

applications. The principles may be applied in a proportionate 
manner reflecting the nature of the relevant AI applications and 
the level of risks involved. 

HKMA released circular on big data 
analytics and AI consumer 

protection principles 

The HKMA released a circular on Consumer Protection in respect 
of Use of Big Data Analytics and Artificial Intelligence (”BDAI”) by 

Authorized Institutions. The consumer protection principles focus 
on the areas of governance and accountability, fairness, 
transparency and disclosure and data privacy and protection. 

Many reflect the requirements that are already set out in the 
High-level Principles on AI above. More specifically, banks are 
reminded to adhere to consumer protection principles, corporate 
values and ethics when applying BDAI to their business. 

5 November 2019 HKMA Circular 

HKMA published the inaugural 

issue of Regtech Watch 

In November, the HKMA published the inaugural issue of Regtech 

Watch, a newsletter that provides information on actual or 
potential RegTech use cases in Hong Kong or other jurisdictions. 

The first issue of Regtech Watch introduces the use cases applied 
for cyber risk management across banks in Hong Kong and 

emerging Regtech solutions related to cyber defence. These 
include behavioral biometric techniques, analytics of activity logs, 

automation of cybersecurity routine tasks and solutions designed 
to deter credential stuffing attacks. 

12 November 2019 HKMA Circular 

Regtech Watch Issue No. 
1 

PCPD found a credit reference 
agency in breach of the data 
security principle 

The Privacy Commissioner for Personal Data (“PCPD”) published 
an investigation report on a data breach incident of a local 
newspaper being able to pass through the online authentication 
procedures of a credit reference agency, and obtain the credit 

reports of a number of public figures. PCPD found the credit 
reference agency contravened the data security principle under 
the data privacy law in respect of its online authentication 
procedures in that it failed to take all practicable steps to ensure 
that the personal data it held was protected against unauthorised 
or accidental access or use. 

9 December 2019 Data Breach Incident 
Investigation Report 

Media Statement 

PCPD provides updates on doxxing 
and cyberbullying 

The PCPD noted that between 14 June 2019 and 20 December 
2019 it had received and discovered 4,359 related doxxing cases. 

The Commissioner had referred 1,402 cases to the Police for 
criminal investigation. ‘Doxxing’ refers to the internet-based 
practice of researching and broadcasting private, personal data 

23 December 2019 Media Statement 

https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20191105e1.pdf
https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20191112e1.pdf
https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20191112e1a1.pdf
https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20191112e1a1.pdf
https://www.pcpd.org.hk/english/enforcement/commissioners_findings/files/PCPD_Investigation_Report_R19_17497_Eng.pdf
https://www.pcpd.org.hk/english/enforcement/commissioners_findings/files/PCPD_Investigation_Report_R19_17497_Eng.pdf
https://www.pcpd.org.hk/english/news_events/media_statements/press_20191209.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20191223.html
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about an individual or individuals. Doxxing activities may also 
involve other criminal offences like criminal intimidation. 

As of 23 December 2019, five people have been arrested by the 
police on suspicion of contravening section 64 of the Personal 
Data (Privacy) Ordinance (Cap. 486) (“PDPO”), including an 
earlier case where prosecution was made by the police. 

The PCPD reiterated that under the PDPO, doxxing conduct may 
be a criminal offence if personal data is disclosed without consent 

and the disclosure is made with an intention to obtain gain or 
cause loss to the relevant data subject or, irrespective of intent, 
causes psychological harm to the data subject. The offence 
carries a maximum fine of HK$1 million and maximum sentence 
of 5 years. 

Further High Court action on 

doxxing 

Following an interim injunction against doxxing conduct sought 

and obtained by a Hong Kong newspaper and its employees 
earlier this year, there has been a further High Court action 
against unnamed defendants described by reference to those 
persons undertaking specific doxxing conduct specified in the 
writs. 

The plaintiffs sought an injunction which restrained defendants 
from doing acts including: 

1) disclosing personal data of the victims of the doxxing 
activities, their spouses and their respective family members; 

2) harassing and threatening those persons; and 

3) aiding, abetting or authorising others to commit or participate 

in any of such acts. 

The Court granted an interim injunction order on 25 October 
2019. The injunction has since been ordered to continue until trial 
or further order. 

25 October 2019 Hong Kong High Court 

Action Number 1957 of 
2019 

(please approach our 
Hong Kong contacts for a 

copy of the writ) 

Error! Hyperlink 
reference not valid. 

 



 

Updata Edition 6 – October to December 2019 | Updates by territory 40 

 

Hungary 

Contributors 

 

Ágnes Szent-Ivány 
Partner 

T: +36 13 94 31 21 
szent-ivany@ 
eversheds-sutherland.hu 

 

 

Katalin Varga 
Partner 

T: +36 13 94 31 21 
varga@ 
eversheds-sutherland.hu 

 

Ádám Takács 
Paralegal 

T: +36 1 39 43 12 1 
takacs@ 
eversheds-sutherland.hu 

 

  
 

Development Summary Date Links 

NADP statement regarding data 
processing in the course of 
employee inspections 

The National Authority for Data Protection and Freedom of 
Information (“NADP”) has informed employers that it has 
received many complaints in connection with unlawful data 
processing by employers during inspections of company computer 

equipment and company e-mail accounts provided to employees. 

The NADP highlights two recent decisions that give employers 
guidance on how to comply with the GDPR during employee 
inspections and investigations. The NADP emphasised that it will 

continue to take action against employers that do not adhere to 
the GDPR during employee inspections. 

1 January 2020 NADP resolution 
(Hungarian) 

NADP fine in relation to data 

processing in the course of 
employee inspection 

The NADP made a decision and also imposed a fine on an 

employer due to unlawful data processing during the inspection of 
the computer equipment and email account used by an employee. 
The NADP in this decision published guidance which organisation 
should follow to protect the privacy of employees in the course of 
inspections. According the NADP’s guidance employers should 

prepare an internal policy on the use of company computer 
equipment and e-mail accounts and the rules of the inspections. 
The grounds for data processing must be clarified beforehand, 
and if needed, a legitimate interest test must also be prepared. 
The NADP highlights that the employers must provide (general) 
information to the employees beforehand on the processing of the 
personal data in connection with the use of computer equipment, 

Published: 1 January 

2020 

Date of Decision: 15 
October 2019 

NADP resolution 

(Hungarian) 

https://www.naih.hu/files/2019-12-19-kozlemeny-munkaltatoi-ellenorzesekkel-osszefuggo-adatkezelesekrol.pdf
https://www.naih.hu/files/2019-12-19-kozlemeny-munkaltatoi-ellenorzesekkel-osszefuggo-adatkezelesekrol.pdf
https://naih.hu/files/NAIH-2019-769-hatarozat.pdf
https://naih.hu/files/NAIH-2019-769-hatarozat.pdf
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email accounts and the inspection process. The employer must 
also provide specific information before any inspection occurs in 
connection with the inspections. As a general rule, the employee 
should be present during the inspections. 
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DPC guidance on the right to 

compensation and liability 

The Data Protection Commission (the “DPC”) outlined the 

assistance it can provide to individuals following an infringement 
of their data protection rights. Although the DPC does not have 
any formal role in civil claims (data protection actions), the DPC 
outlined the means by which individuals can take an action. 

4 October 2019 DPC Guidance 

DPC article on the most frequently 
asked questions on Brexit and data 

protection 

The DPC provided advice on the impact and various implications 
Brexit may have on organisations in the event of an extension on 

the deadline, if a deal is negotiated, and if there is a no-deal 
Brexit. The DPC also outlined the methods by which personal data 
transfers can be made in the event of the UK becoming a ‘third 
country’ for the purposes of the GDPR such as Standard 
Contractual Clauses and Binding Corporate Rules. 

9 October 2019 DPC Guidance 

DPC guidance on contacting 
organisations on behalf of 

someone else 

The DPC issued guidelines advising organisations on 
implementing security measures for individuals who contact 

organisations on the behalf of others e.g. an individual ringing a 
service provider on behalf of their parent. The DPC advised 

organisations that when applying technical or organisational 
measures to protect personal data, they should strike a balance 
to ensure to not disproportionately disadvantage those who may 
need someone to make contact on their behalf. 

18 October 2019 DPC Guidance 

https://www.dataprotection.ie/en/news-media/blogs/right-compensation-and-liability
https://www.dataprotection.ie/en/guidance-landing/data-protection-and-brexit-frequently-asked-questions
https://www.dataprotection.ie/en/news-media/blogs/can-i-talk-account-holder-contacting-organisations-behalf-someone-else
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DPC releases seventh episode of 

‘know your data’ 

In episode seven, the Head of Communications of the DPC, 

Graham Doyle, addressed what personal data prospective 
landlords may request from prospective tenants. 

25 October 2019 DPC Guidance 

New legislation limiting the rights 

of data subjects in Ireland 

The Data Protection Act 2018 (section 60(6)) (Central Bank of 

Ireland) Regulations 2019 (the “Regulations”) came into effect 
on 30 October 2019. The Regulations allow for the limitation of 
data subjects’ rights in order for the Central Bank of Ireland to 
carry out a relevant objective or function within the public 

interest. 

See our Spotlight On… briefing for further information. 

30 October 2019  

DPC article named “data protection 
– not an absolute right” 

The DPC issued guidance which highlighted the fact that data 
protection is not an absolute right - it must always be balanced 
against other fundamental rights and there may be circumstances 
under which an organisation could have grounds to refuse to 

grant an individual’s request to exercise their data protection 
rights. 

8 November 2019 DPC Guidance 

DPC releases eighth episode of 

‘know your data’ 

In episode eight, the Head of Communications of the DPC, 

Graham Doyle addressed the topic of contacting organisations on 

behalf of someone else in relation to their personal data. 

15 November 2019 DPC Guidance 

DPC article on digital assistants. The DPC published an article highlighting the issues identified so 
far as presenting data protection risks (such as voice recording, 
or lack of transparency about the storage of personal data or the 
purpose of processing) in respect of digital assistants. 

2 December 2019 DPC Guidance 

DPC statement on “AG opinion on 

case #C311/18 CJEU” 

In this statement, the DPC stated that the AG’s opinion illustrates 

the levels of complexity associated with the issues that arise 
when EU data protection laws interact with the laws of third 
countries, to include the laws of the United States. 

See our Spotlight On… briefing on the Schrems II AG Opinion for 

further information. 

19 December 2019 DPC Guidance 

 

https://www.dataprotection.ie/en/news-media/podcasts/know-your-data-requesting-personal-data-prospective-tenants-1
https://www.dataprotection.ie/en/news-media/blogs/data-protection-not-absolute-right
https://www.dataprotection.ie/en/news-media/podcasts/know-your-data-contacting-organisations-behalf-someone-else
https://www.dataprotection.ie/en/news-media/blogs/dpcs-take-digital-assistants
https://www.dataprotection.ie/en/news-media/press-releases/dpc-statement-ag-opinion
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Italian Court of Cassation ruled on 
the application of a criminal 
offence provided by the Italian 
Privacy Code 

The Italian Court of Cassation (the Supreme Court of the Italian 
civil and criminal judiciary system) ruled on a case regarding the 
application of the crime of "unlawful data processing", provided 
by Article 167 of the Legislative Decree 196/2003 (the Italian 

Privacy Code) in respect of the alleged unlawful sending of 

marketing communications via email. 

In this case the defendant was accused of unlawful data 
processing for sending marketing emails to the members of a 
professional association in order to advertise his training courses 

and conventions, in breach of the relevant provisions of the 
Italian Privacy Code. The defendant was found guilty by the first 
and second instance courts. 

However, the defendant was acquitted by the Court of Cessation 

on the basis of the lack of the actual damage caused to data 
subject (which is required by the relevant provision). The Court of 
Cassation noted how the required "damage" can be a pecuniary 
or non-pecuniary damage, but cannot consist of the mere 

discomfort to delete few undesired emails, especially if no 
complaint has been received by the sender. The Court stated that 
in order to be criminally relevant, the conduct must also cause an 

actual prejudice, taking into account the invasiveness of the 
sender behavior and whether they have disregarded requests to 
cease the sending of marketing messages. 

10 October 2019 Judgment of the Court of 
Cassation n. 41604/2019 
(only available in the 
Italian language) 

http://www.italgiure.giustizia.it/xway/application/nif/clean/hc.dll?verbo=attach&amp;db=snpen&amp;id=./20191010/snpen@s30@a2019@n41604@tS.clean.pdf
http://www.italgiure.giustizia.it/xway/application/nif/clean/hc.dll?verbo=attach&amp;db=snpen&amp;id=./20191010/snpen@s30@a2019@n41604@tS.clean.pdf
http://www.italgiure.giustizia.it/xway/application/nif/clean/hc.dll?verbo=attach&amp;db=snpen&amp;id=./20191010/snpen@s30@a2019@n41604@tS.clean.pdf
http://www.italgiure.giustizia.it/xway/application/nif/clean/hc.dll?verbo=attach&amp;db=snpen&amp;id=./20191010/snpen@s30@a2019@n41604@tS.clean.pdf
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IDPA Newsletter n. 458 of 28 

October 2019 

The Italian Data Protection Authority ("IDPA") published its 

newsletter, which highlighted the following: 

• The IDPA provided an insurance company with an opinion on 
privacy roles. The insurance company claimed it was unable 
to participate in some public tenders due to the requirement 

of particular privacy clauses within the final contract. IDPA 
clarified that public administrations shall not include in calls 
for tender for insurance services the obligation for the 

successful tenderers to act as data processors of the public 
entity. IDPA specified that in the mentioned case the 
insurance company acts as an autonomous data controller, 
seeking different purposes and interests than the public 

entity. IDPA emphasised that in any case the insurance 
company must act in full compliance with GDPR rules. 

• The IDPA approved and issued its inspection activities plan for 
the second semester of 2019. IDPA declared that it will focus 

its inspection activities on certain categories of processing 
activities, including those carried out within whistleblowing 
systems, those performed by banks, those performed by 
companies for marketing purposes, those performed by food 

delivery operators and by private companies operating in the 
health sector. IDPA also declared that it will focus on controls 
on legal bases for processing and on the compliance with the 

information obligations. 

28 October 2019 IDPA's Newsletter 458 of 

28 October 2019 (only 
available in Italian 
language) 

IDPA's opinion for the 

insurance company on 
the privacy role of 
insurance companies 

participating to public 
tenders, made available 
in Newsletter n. 458 of 
28 October 2019 (only 

available in Italian 
language) 

Full entrance into force of Law 

Decree 105/2019, as amended and 
converted into law by Law 133 of 
18 November 2019. 

Law Decree 105/2019 establishes the "national cybernetic 

security perimeter" in order to ensure a high security of networks 
and IT systems of public entities and of public and private 
operators established in Italy, on which the exercise of essential 
State powers depends, as well as the provision of essential 
services for civil, social, economic activities which are 
fundamental for the State's interest and from whose 

malfunctioning, interruption, also in part, or inappropriate usage, 

a prejudice for national security may derive. 

The Decree also regulates the exercise of special powers in 
strategic sectors. 

The Decree refers to various implementing acts to be issued, in 
order to appropriately define the subjects included within the 
perimeter, their incident-reporting obligations, and their 

21 November 2019 Law Decree 105/2019, as 

amended and converted 
into law by Law 133 of 18 
November 2019 (only 
available in Italian 
language) 

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9172442
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9172442
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9172442
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9172442
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9169688&amp;zx=c1x90veyoltn
https://www.gazzettaufficiale.it/eli/id/2019/09/21/19G00111/sg
https://www.gazzettaufficiale.it/eli/id/2019/09/21/19G00111/sg
https://www.gazzettaufficiale.it/eli/id/2019/09/21/19G00111/sg
https://www.gazzettaufficiale.it/eli/id/2019/09/21/19G00111/sg
https://www.gazzettaufficiale.it/eli/id/2019/09/21/19G00111/sg
https://www.gazzettaufficiale.it/eli/id/2019/09/21/19G00111/sg
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compliance requirements regarding ICT procurement. The Decree 
also sets out possible sanctions. 

IDPA Newsletter n. 459 of 28 
November 2019 

The IDPA published its newsletter, highlighting that it had 
provided the University of Florence with an opinion on the 
University's decision to refuse the request of "civic access" of a 

person, wanting to see the written tests, test scores and resumes 
of the applicants to a public job role. The IDPA approved and 
confirmed the University's decision, stating that making available 

the mentioned data could have caused a prejudice to the 
concerned data subjects. 

Please note that the "civic access" is provided by the Legislative 
Decree 33/2013. The rights contained in the provisions of 
Legislative Decree 33/2013 aim to ensure the transparency of 
Italian public entities, and are different from the data subjects' 
right of access under Article 15 GDPR. In certain situations, public 
entities may refuse such access, e.g. in the case of potential 

prejudice to personal data, and IDPA may be involved. Where 
people have opposing interests to the requester - so-called 
"counterinterested persons", Legislative Decree 33/2013 provides 
for their involvement in the proceedings to decide on the request 

of access. The IDPA acknowledges the need for transparency, but 
stresses that where the concerned documents include personal 
data (as in the case of resumes, which may also contain special 

categories of data) they shall be appropriately anonymized or a 
partial access needs to be granted. Where this is not possible, the 
request of civic access has to be refused. 

In this case the IDPA noted that no counterinterested persons 

were involved and that the person requesting access, having had 
their request refused, may anyway act under the Law 241/1990 
(i.e. the main Italian law on administrative proceedings, providing 
a right of access to administrative documents subject to certain 
conditions) to request access if the relevant conditions set forth 

under such law are met in their case. 

Newsletter published: 
21 November 2019 

Date of IDPA's opinion 
on the civic access: 7 
November 2019 

IDPA Newsletter 

IDPA's opinion on the 
civic access, included in 
the Newsletter. 

IDPA's Newsletter n. 460 of 20 
December 2019 

The IDPA published its Newsletter, which highlighted the following 
issues: 

• The IDPA issued a measure against a company declaring 
unlawful processing of the personal data of a former 
employee. In particular, the company had left the former 

Date of Newsletter. 
Published: 21 

November 2019 

Date of measure and 
opinion made public 

IDPA's Newsletter n. 460 
of 20 December 2019 

(only available in Italian 
language) 

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9197083
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9196072
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9196072
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9196072
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215912
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215912
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215912
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215912
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employee’s email account active and accessed some of the 
emails received, some of which were not strictly work-related, 
more than a year after the termination of the individual’s 
employment. The former employee became aware that his 

email account had been kept active during an employment 
litigation, because his former employer filed an email received 
at his former email address after the termination with the 
court. The former employee then lodged a complaint with the 
IDPA. The IDPA deemed that the processing activities of the 

company were unlawful, stating that after the termination of 
an employment relationship, companies must remove former 

employees’ email accounts, adopting automatic systems with 
other addresses for those who contact the account and 
technical solutions in order to prevent receipt of and access to 
inbound messages. The IDPA warned the company to comply 
with its decision and recorded the measure in a register of 
violations. Such recording may set a precedent in case of 

future violations. 

• The IDPA provided the Italian Anti-Corruption Authority with a 
positive opinion on its new "Guidelines on the protection of 
whistleblowers in the public sector". The guidelines address 

public employers, but refer to employees of public entities' 

providers as well, and specify technical measures to be 
adopted by data controllers. The IDPA made its positive 
opinion conditional on some recommendations and requests. 

with the Newsletter: 4 
December 2019 

IDPA's measure included 
in Newsletter n. 460 of 
20 December 2019 (only 
available in Italian 

language) 

IDPA's opinion to ANAC 
included in Newsletter n. 
460 of 20 December 

2019 (only available in 

Italian language) 

 

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215890
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215890
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215890
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215890
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215890
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215763
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215763
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215763
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215763
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9215763
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SDPI publishes final version of 
Guidelines on Personal Data Safety 
Measures and Risk Evaluation 

The State Data Protection Inspectorate (“SPDI”) has published 
the final version of the Guidelines on Personal Data Safety 
Measures and Risk Evaluation. 

As a reminder, the draft version of the guidelines was released for 
public consultation on 9 August 2019. A number of comments 
were received by SPDI from state institutions, commercial 
organisations, associations and experts. As per information 
provided by SPDI, comments by more than 60% of the 
respondents have been taken into account in preparation of the 

final version of the guidelines. 

The guidelines are primarily addressed to SMEs, thereby assisting 

them in their implementation of the GDPR requirement that data 
controllers and processors implement appropriate technical and 

organizational measures in order to ensure a level of security of 
personal data. However, other entities, public organisations and 
individuals are encouraged to make use of the Guidelines. 

The guidelines have been drafted taking into consideration the 
European Union Agency for Cybersecurity recommendations 

‘Handbook on Security of Personal Data Processing’ as well as 
ISO standards ISO/IEC 27001:2017 and ISO/IEC 27002:2017. 
The Guidelines prescribe the methods for the assessment of risks 
pertaining to the processing of data, as well as the resulting 

technical and organizational measures to be implemented. 

We would advise all data controllers and processors to review the 
the Guidelines and check the technical and organizational 
measures they have implemented against them. 

19 December 2019  The Guidelines (in 
Lithuanian) 

SDPI investigates entities engaged 
in rental of assets (such as motor 

The SDPI has published a summary of the results of its 
investigations of entities engaged in the rental of assets (such as 

13 November 2019  SDPI Press release (in 
Lithuanian) 

https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_saugumo_priemoniu_gaires-2019-12-18.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_saugumo_priemoniu_gaires-2019-12-18.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/Nuomos%20paslaugu%20teikeju%20tirkinimai%202019-11-13.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/Nuomos%20paslaugu%20teikeju%20tirkinimai%202019-11-13.pdf


 

Updata Edition 6 – October to December 2019 | Updates by territory 49 

Lithuania 

Development Summary Date Links 

vehicles, construction or house-
hold equipment, etc.) 

motor vehicles, construction or house-hold equipment, etc.) to 
assess their compliance with the GDPR. 

Having inspected 16 entities, SPDI have primarily focussed on 
investigating compliance with the data minimisation principle and 
transparency relating to the processing of personal data. 

It was found, that only 8 out of 16 entities comply with the data 

minimisation principle. A number of inconsistencies have been 
established in other cases, for example, where the companies 

concerned collected data on creditworthiness of the clients, 
regardless of the low value of the property leased or in case of 
upfront lease payment. SDPI considered that the processing of a 
full copy of the driving licence in the case of the lease of the 
motor vehicle to be excessive, as it would have been sufficient for 

the car rental company to only obtain and store certain details 
provided therein (such as the person’s name, surname, ID 
number). 

It was found, that only 2 out of 16 entities comply with the 

transparency principle. For example, the data subjects were told 
about certain processing of data, which was not performed in 
reality. 

It was also found that some companies misled the data subjects 
by requesting their consent, where their data was actually 

processed on other legal bases. In SDPI’s view, a reference to the 
privacy policy appearing on a website is not sufficient to amount 
to fair notice, where the data is being obtained from the customer 
visiting the data controller, as the data subject should be 
provided with the information at the time that the personal data 
is obtained. 

SDPI has ordered the audited companies to address the detected 
breaches. No sanctions have been imposed as a result of the 
breaches identified. 
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Budget 2020 intends to accelerate 
digital economy 

The Budget 2020 shines a spotlight on digital programmes and 
aims to drive economic growth in this area. 

Some of the measures proposed to accelerate the growth of the 
digital economy are as follows:  

1) a 5G Ecosystem Development Grant of Ringgit Malaysia 
(“RM”) 50 million (USD 12,240) will be introduced to seed 
technological developments by Malaysian companies to ride 

the global 5G wave; 

2) RM 25 million (USD 6 million) will be allocated to set up a 
contestable matching grant fund to support pilot projects on 

digital applications, such as drone delivery, autonomous 

vehicles, blockchain technology and other products and 
services that leverage Malaysia’s investments in fibre optics 
and 5G infrastructure; 

3) a 50% matching grant of up to RM 5,000 (USD 1,224) per 

company will be provided to encourage companies to adopt 
digitisation measures for their business operations, including 
electronic point of sale systems, enterprise resource planning 
and electronic payroll systems. The total amount of the grant 
will be worth RM 500 million over five years and is limited to 
the first 100,000 SMEs that apply to upgrade their systems; 

4) RM 550 million (USD 134,634) will be allocated to provide 

Smart Automation matching grants to 1,000 manufacturing 
and 1,000 services companies to automate their business 
processes. The grant will be on a matching basis up to RM 2 
million (USD 489,524) per company; and 

5) a five year National Fiberisation and Connectivity Plan will be 
undertaken via a public-private partnership approach 

11 October 2019 Full Text of Speech 

National Fiberisation and 

Connectivity Plan 
Factsheet 

https://www.treasury.gov.my/pdf/budget/speech/bs20.pdf
https://www.nfcp.my/Nfcp/media/Docs/NFCP-FS002-v5c.pdf
https://www.nfcp.my/Nfcp/media/Docs/NFCP-FS002-v5c.pdf
https://www.nfcp.my/Nfcp/media/Docs/NFCP-FS002-v5c.pdf
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involving a total investment of RM 21.6 billion (USD 5.3 
million). 

Central Bank of Malaysia seeks 
feedback on the draft Electronic-
Know-Your-Customer (e-KYC) 

policy 

Bank Negara Malaysia (“BNM”) has released its draft e-KYC 
policy and is seeking feedback for the same by 17 February 2020. 

The proposed document will apply to a “Financial Institution” 
which proposes to implement e-KYC solutions for on-boarding of 
customers who are individuals. “Financial Institution” includes: 

1) a licensed bank, investment bank and life insurer under the 

Financial Services Act (FSA) 2013; 

2) a licensed Islamic bank and licensed family takaful operator 
under the Islamic Financial Services Act (IFSA) 2013; 

3) a prescribed development financial institution under the 
Development Financial Institutions Act (DFSA) 2002; 

4) an approved non-bank issuer of designated payment 

instruments under the FSA; 

5) an approved non-bank issuer of designated Islamic payment 
instruments under the IFSA; and 

6) a licensed money-changing operator and/or a licensed 

remittance service under the Money Business Services Act. 

The draft document sets out the requirements and standards that 
the above listed financial institutions must meet in implementing 

e-KYC for onboarding individuals. These requirements are aimed 
at: 

• enabling safe and secure application of e-KYC technology in 
the financial sector; 

• facilitating BNM’s continued ability to carry out effective 
supervisory oversight over financial institutions; and 

• ensuring effective Anti-Money Laundering and Counter 
Financing of Terrorism (AML/CFT) control measures. 

16 December 2019 Exposure Draft 

The Central Bank issues draft 

digital bank licensing framework 

BNM, the Central Bank of Malaysia issued a draft licensing 

framework for digital banks and the policy document on 
application procedures for new licences under the FSA and ISFA. 

27 December 2019 Exposure Draft 

Application Procedure 
Policy Document 

Media Statement  

http://www.bnm.gov.my/index.php?ch=57&amp;pg=146&amp;ac=865&amp;bb=file
http://www.bnm.gov.my/index.php?ch=57&amp;pg=137&amp;ac=887&amp;bb=file
http://www.bnm.gov.my/index.php?ch=57&amp;pg=140&amp;ac=895&amp;bb=file
http://www.bnm.gov.my/index.php?ch=57&amp;pg=140&amp;ac=895&amp;bb=file
https://www.bnm.gov.my/index.php?ch=en_press&amp;pg=en_press&amp;ac=4970
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Further, BNM stated in a media release that it may issue up to 
five licences to qualified applicants to establish digital banks in 
Malaysia to carry out conventional or Islamic banking services. 

The digital banks are expected to offer meaningful access to and 
promote responsible usage of suitable and affordable financial 
solutions to financial consumers. 

MyCERT, agency under 
Communications and Multimedia 

Ministry find sharp increase in data 

breach incidents 

The Malaysia Computer Emergency Response Team, (“MyCERT”) 
published the 2019 incident statistics which showed that there 

was almost a 200 percent jump than the number of cyber attacks 

recorded last year. 

This increase was attributed to increasingly advanced hackers. 
The actual figure is alleged to be much higher as there were 
many unreported incidents. 

27 December 2019 Statistics 

Repeal of the Anti-Fake News Act The Dewan Negara, the upper house of the Parliament approved 
the repeal of the Anti-Fake News Act (“AFNA”) 2018. 

This is the second time the AFNA has been repealed in 14 
months. Previously the upper house, which was dominated by the 
defeated ruling party rejected the repeal. 

Previously under the AFNA, those found guilty of spreading “fake 
news” could be sent to jail for six years and fined as much as RM 
500,000.00. 

Once the Repeal Bill comes into force, any prior order made 

under AFNA will not be affected. Any on-going application for an 
order under AFNA, any pending investigation, prosecution or 
proceedings in respect of any offence under AFNA may be 
continued. 

9 October 2019 Repeal Bill 

 

https://www.mycert.org.my/portal/statistics-content?menu=b75e037d-6ee3-4d11-8169-66677d694932&amp;id=0d39dd96-835b-44c7-b710-139e560f6ae0
https://www.cljlaw.com/files/bills/pdf/2019/MY_FS_BIL_2019_26.pdf
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Court ruling on Article 6(1)(f) 

GDPR 

On 9 October 2019, the Dutch District Court of Overijssel 

concluded that the processing and publication of the personal 
data of a medical specialist on the Dutch website 
‘ZorgkaartNederland’ was not an infringement of the GDPR. The 

website ‘ZorgkaartNederland’ is a healthcare directory, managed 

by the Netherlands Patients Federation where patients can share 
their experiences regarding the healthcare they have received 
from specific medical specialists, hospitals and health clinics. 
Patients can leave comments, write blogposts and give ratings. 

The claimant works as a medical specialist in a hospital. In 2018, 

an evaluation of the claimant was posted on the 
ZorgkaartNederland website, which gave her an overall rating of 
2/10. The commentary stated that the claimant was a "terrible 
doctor” who “does not leave decisions to the patient” and is 
“insulting, and provided improper care”. The post added that the 
claimant had “no respect for [the patient’s] opinion and decision". 

Subsequently, the claimant requested ZorgkaartNederland to 
remove her name and the reviews related to her from the 
website. Her request was rejected by ZorgkaartNederland. In 
response to this rejection, the claimant took legal action against 
ZorgkaartNederland. The medical specialist claimed damages, to 

be assessed during separate follow-up proceedings, and the 
imposition of a penalty of EUR 10,000 for each infringement. In 

9 October 2019 Court ruling (in Dutch) 

https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBOVE:2019:3754
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the meantime, the rating and commentary had been removed at 
the request of the patient. 

The Dutch District Court of Overijssel ruled that although 
ZorgkaartNederland has a legitimate interest within the meaning 
of Article 6(1)(f) GDPR regarding the processing of personal data, 
ZorgkaartNederland had acted unlawfully towards the claimant by 
not immediately removing the evaluation after the claimant 
pointed out (the content of) the evaluation. The evaluation was in 

breach of ZorgkaartNederland's code of conduct regarding the 

publication and content of evaluations and was so negative that it 
was plausible that this would lead to (reputational) damage on 
the part of the claimant. 

The Dutch District Court of Overijssel allowed the claims in part, 

stating that ZorgkaartNederland is prohibited from publishing the 
evaluation online again. The Court ordered that damages shall be 
assessed during separate follow-up proceedings and imposed a 
penalty of EUR 1,000 for each day that ZorgkaartNederland is in 
breach of the court order. 

Dutch DPA issues guidance on the 
use of Article 6(1)(f) GDPR 

The Dutch DPA has issued guidance on the use of legitimate 
interest as a legal basis for the processing of personal data under 

GDPR. Based on Article 6(1)(f) GDPR, a legitimate interest has to 

be real, concrete and direct and thus not speculative, prospective 
and derivative. The Dutch DPA states that interests that are 
purely commercial, such as maximising profits or monitoring the 
behaviour of your employees or customers, cannot be seen as 
real, concrete and direct legitimate interests. The Dutch DPA’s 
interpretation of Article 6(1)(f) has led to heated discussions in 

the Netherlands. Despite being challenged at several conferences, 
the Dutch DPA stands by its guidance. However, the Dutch DPA 
has announced that it will seek confirmation from other DPAs 
across Europe to consolidate the position. 

The Dutch DPA provides a few examples of interests that will 

qualify as legitimate, such as the interest to inform customers 
about similar, proprietary products or services, provided that it is 
only used in relation to existing customers. Other examples 
include processing data in the interest of investigating and 
preventing transgressive behaviour in the workplace and in the 
interest of properly securing and protecting computer systems. 

1 November 2019 Publication (in Dutch) 

https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/normuitleg_gerechtvaardigd_belang.pdf
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Dutch DPA imposes sanctions on 

two Dutch health insurers  

In 2018, the Dutch DPA imposed an order subject to an additional 

penalty on two Dutch health insurers, for failing to comply with 
the GDPR. Both health insurers were negligent in the processing 
of medical data. The Dutch DPA found that their authorisation 
policies were not in order, the logging of data had not been done 
properly, and marketing staff had unjustified access to medical 
data of policy holders. 

The Dutch DPA imposed an order to set up the necessary systems 

to ensure the prevention of unauthorised access to personal 
medical data. Since one of the insurers did not comply with the 
entire order within the given time frame, the Dutch DPA imposed 
a penalty of EUR 50,000. Both health insurers have changed their 

working methods and set up systems to ensure an adequate 
security level. 

4 November 2019 Dutch DPA Newsletter (in 

Dutch) 

Court ruling on application of time 

limits for rights exercised under 
Article 21 GDPR 

A bank registered the claimant in the case into the Central Credit 

Information System (“CKI”) of the Stichting Bureau Krediet 
Registratie (“BKR”) due to non-payments. Because of this 
registration, the claimant received a negative BKR credit rating. A 
negative BKR credit rating has a significant negative impact on 

the amount of any future loan application or grant which the 

registrant may receive. The claimant made a request to the 
collection agency engaged by the bank to remove his BKR credit 
rating. This request was rejected on 13 October 2017. 

The legal issue in question was whether the claimant started the 

legal proceedings in time. Article 35(2) of the Dutch GDPR 
Implementation Act (“DIA GDPR”) states that if a data subject 
does not agree with the answer of a data controller based on 
Articles 15-22 GDPR a request needs to be filed with the Dutch 
Court within six weeks of the receipt of the answer to the Article 
15-22 request. In such a request the data subject needs to ask 
the court to order the controller to answer, add to, or rectify the 

Article 15-22 request made by the data subject. No action is 

necessary by the Dutch DPA at this stage. 

The bank argued that, as the claimant served the summons with 
the bank almost one year after the rejection of the deletion 

request, the six-week period had been exceeded. 

The Appeal Court of Amsterdam ruled that the legal procedure 
laid down in Article 35 DIA GDPR does not prevent questions 

5 November 2019 Court ruling (in Dutch) 

https://autoriteitpersoonsgegevens.nl/nl/nieuws/sancties-voor-menzis-en-vgz-voor-overtreding-van-de-privacywet
https://autoriteitpersoonsgegevens.nl/nl/nieuws/sancties-voor-menzis-en-vgz-voor-overtreding-van-de-privacywet
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHAMS:2019:3966
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about the processing of personal data from being brought before 
the courts in interim injunction proceedings. However, regardless 
of where the claimant started application proceedings, any 
summons issued after a period of six weeks leads to 

inadmissibility of the claim. 

Article 21 GDPR and Article 35 DIA GDPR are based on the idea 
that the parties should first try to reach an agreement between 
themselves and in the event that there is no resolution, the 

interested party only has limited time to submit his objections to 

the court. The purpose of the statutory system aims to prevent 
the person responsible for processing data from being summoned 
long after he has rejected or answered the application. 

However, a request under Article 21 GDPR can be made at any 

time and more than once. The interested party (except for if 
there is an abuse of procedural law) may therefore also submit 
multiple applications under Article 35 DIA GDPR. In the context of 
petition proceedings, such as Article 35 DIA GDPR, interim relief 
may be requested in urgent cases. The ruling in interim injunction 
proceedings is, by its nature, provisional, whereas no proceedings 

on the merits will follow after an immediate injunction has been 
granted. 

In summary, a claimant who has allowed the six-week period (in 
Article 35(2) DIA GDPR) to expire will have to submit a new 
request on the basis of Article 21 GDPR. If one opts to pursue 

interim injunction proceedings after the expiry of that period, one 
will have to substantiate their urgent interest in the claimed 
remedy. 

It remains unclear whether, in the Netherlands, simply repeating 

an identical Article 21 GDPR request only because one has missed 
the six-week deadline will constitute an apparent unfounded 
request under Article 12(5) GDPR. 

Dutch DPA announces their three 

focus areas for the years 2020-
2023 

The Dutch DPA announced their top priorities for the next three 

years. Instead of setting annual objectives, as it has done so far, 
the Dutch DPA will target a specific selection of companies with 
investigations stretching out over multiple years. The priorities 
overlap with the strategies adopted by DPAs across Europe. 

Selected focus areas are: the commercial use of personal data, 
such as data trading; digital government; and AI. The Dutch DPA 

11 November 2019 Dutch DPA Newsletter (in 

Dutch) 

https://autoriteitpersoonsgegevens.nl/nl/nieuws/ap-legt-focus-toezicht-op-datahandel-digitale-overheid-en-ai
https://autoriteitpersoonsgegevens.nl/nl/nieuws/ap-legt-focus-toezicht-op-datahandel-digitale-overheid-en-ai
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stated that an emphasis on these themes is necessary in order to 
guarantee the protection of personal data in the Netherlands. 
Misuse or irresponsible use of personal data can, for example, 
lead to erroneous decisions, exclusion of people and 

discrimination. 

As a consequence, companies that process customer data for 
commercial purposes on a large scale should prepare for more 
intense regulatory scrutiny. With respect to AI, another major 

focus for the Dutch DPA will be encouraging companies to stay 

ahead of the curve and prepare for the legal and ethical 
regulatory framework on AI which is likely to be produced in the 
near future. 

Dutch DPA publishes the definitive 
list of data processing activities 
that requires a DPIA  

The Dutch DPA has adopted a final list of data processing 
activities that require a DPIA prior to the processing of person 
data. This list has been arranged in collaboration with the other 
DPAs in the EU. 

27 November 2019 Dutch DPA Newsletter (in 
Dutch) 

Court ruling on Article 6(1)(c) 

GDPR 

The registration of personal data in the Central Credit Information 

System (“CKI”) of the Stichting Bureau Krediet Registratie 
(“BKR”) can be regarded as registration pursuant to a statutory 

obligation as referred to in Article 6(1)(c) GDPR. In this case, the 
data subject does not have the right of data erasure as laid down 
in Article 17 GDPR or the right to object as laid down in Article 21 
GDPR. 

However, the processing of personal data must always meet the 
requirements of proportionality and, in relation to a potential 
invasion of privacy, a case-by-case assessment of interests is 
necessary. This also applies if a request for erasure has been 
made outside the six-week period referred to in Article 35 DIA 

GDPR. 

3 December 2019 Court ruling (in Dutch) 

Dutch DPA advises the Dutch 

Minister of Finance to draft new 
legislation that ensures the 
protection of personal credit data 

The Dutch DPA has advised the Dutch Minister of Finance to 

introduce new legislation that will improve the protection personal 
credit data. In the Netherlands, banks have a duty of care to their 
clients. Part of this duty of care requires Dutch credit providers to 
obtain sufficient information about the customer's 
creditworthiness prior to the granting of a credit product. In order 
to fulfil this duty of care, banks must be affiliated to a system of 

credit registration. 

12 December 2019 Dutch DPA Newsletter (in 

Dutch) 

https://autoriteitpersoonsgegevens.nl/nl/nieuws/definitieve-dpia-lijst-beschikbaar
https://autoriteitpersoonsgegevens.nl/nl/nieuws/definitieve-dpia-lijst-beschikbaar
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHARL:2019:10345
https://autoriteitpersoonsgegevens.nl/nl/nieuws/ap-bepleit-wettelijke-waarborgen-voor-kredietregistratie
https://autoriteitpersoonsgegevens.nl/nl/nieuws/ap-bepleit-wettelijke-waarborgen-voor-kredietregistratie
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Despite the fact that Dutch law imposes such duties of care and 
that participation in the credit registration system is compulsory, 
there is currently no legislation that governs the processing of 
personal data in order to fulfil these obligations. Therefore, the 

Dutch DPA stated that it is up to the Dutch legislator to lay down 
safeguards for the protection of personal data during credit 
registration and to weigh the general interest in preventing 
excessive lending against the fundamental right to the protection 
of personal data. 

Dutch DPA imposes enforcement 
notice for the processing of health 
data 

The Dutch DPA has reprimanded the Alliance Quality in Mental 
Health Care (“Akwa GGZ”) for processing health data. Processing 
health data is only permitted in exceptional cases. From the 

beginning of 2019, Akwa GGZ took responsibility for a set of 
health data from Stichting Benchmark GGZ (“SBG”). 

SBG and Akwa GGZ conduct quality research on mental health 
care. Patients complete a questionnaire at the request of the 

health care institution so that mental health care providers can be 
benchmarked on the quaity of treatment and customer 
satisfaction. Data from these routine outcome monitoring 
questionnaires were sent via Trusted Third Party to SBG after 

applying pseudonymisation and randomisation techniques. 
Following an enforcement request, the Dutch DPA investigated 
SBG's working methods and assessed them against relevant data 

protection laws. 

The Dutch DPA concluded that SBG and Akwa GGZ cannot invoke 
a legal exception to the general prohibition to process health 
data, because SBG and Akwa GGZ are neither healthcare 

institutions nor social services. 

Although SBG’s and Akwa GGZ’s processes were carefully 
established, in view of the Dutch DPA, the transferred health data 
was insufficiently anonymized, resulting in the data being 
qualified as personal data. Interestingly, the Dutch DPA took a 

narrow interpretation of the Breyer case, denying any arguments 
relating to: singling-out, consideration under Article 26 GDPR, the 
WP29 05/2014 Opinion on anonymization techniques, and the 
ICO’s motivated intruder test. The question remains as to what 
‘sufficiently anonymized’ means in the Netherlands. 

16 December 2019 Dutch DPA Newsletter (in 
Dutch) 

https://autoriteitpersoonsgegevens.nl/nl/nieuws/berisping-voor-akwa-ggz-na-overnemen-rom-data
https://autoriteitpersoonsgegevens.nl/nl/nieuws/berisping-voor-akwa-ggz-na-overnemen-rom-data


 

Updata Edition 6 – October to December 2019 | Updates by territory 59 

Netherlands 

Development Summary Date Links 

Since SBG no longer exists as a legal entity, the Dutch DPA 
decided to only impose an enforcement measure on Akwa GGZ, 
despite Akwa GGZ quarantining the data set and then destroying 
it. 
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President signs into law bill 

increasing administrative liability 
for violations of Russian personal 
data localization requirement  

Since 1 September 2015, operators of personal data have been 

under an obligation to localize personal data belonging to citizens 
of the Russian Federation. Localization aims to ensure that the 
recording, systematization, accumulation, storage, revision 
(updates, changes), and extraction of personal data belonging to 

Russian citizens, is performed using databases located within the 
territory of the Russian Federation when being collected from the 
data subject. Russian legislation did not previously establish any 

specific elements of an administrative offence for violation of this 
duty. In the event of a violation, operators could only be liable for 
other offences in Russian legislation, or could be subject to 
administrative measures by way of blocking access to their 
website.  

Under the new provisions, failure to comply with the requirement 
to localize Russian citizens' personal data can lead to the 
imposition of administrative fines of 50 thousand rubles for 
private persons, 200 thousand rubles for individuals acting in an 

official capacity, and of up to 6 million rubles for legal entities. 
Repeated violations may lead to fines of up to 100 thousand 

rubles for private persons, 800 thousand rubles for individuals 
acting in an official capacity, and 18 million rubles (approx. EUR 
260,000) for legal entities. 

2 December 2019 Federal Law No.405-FZ 

dated 02 December 2019 

https://rg.ru/2019/12/04/adock-dok.html
https://rg.ru/2019/12/04/adock-dok.html
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Recently adopted law on digital 

public notaries to permit receipt of 
certain services in electronic form 
in Russia 

The recently adopted law on digital notaries (Federal Law No. 

480-FZ dated 27 December 2019) will allow the receipt of the 
following services in electronic form: 

• certifying the accuracy of translations;  

• transferring the documents from one individual or legal entity 
to another; 

• receiving deposits; 

• recovering debts or reclaiming property from a debtor under 
notaries' executive inscription procedure; 

• accepting non-cash funds or book-entry securities in a 
deposit; and 

• issuing extracts from the register of notifications on pledges 
of movable property. 

The notary will be able to receive documents for storage not only 
in paper form, but also in electronic form. These documents will 
be stored in the Unified Notary Information System. 

The law also provides for the possibility to conclude remote 
transactions involving several notaries.  

These changes will enter into force one year after the official 
publication of the law, on 29 December 2020. 

29 December 2019 Federal Law No. 480-FZ 

dated 27 December 2019 

 

 

http://publication.pravo.gov.ru/Document/View/0001201912280058
http://publication.pravo.gov.ru/Document/View/0001201912280058
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Telecoms network provider fined 

for data breach 

A telecommunications provider was fined by the Singapore 

Personal Data Protection Commission for SGD 25,000 for a data 
breach involving its mobile application due to a design fault in the 
application. The fault allowed potential access to users’ personal 

data such as names and addresses involving 330,000 subscribers. 

30 November 2019 News article 

Ninja Logistics fined for data 
exposure 

An e-commerce and logistics delivery provider, was fined SGD 
90,000 for leaving up to 1.26 million individuals’ data exposed on 
its website. The leakage occurred from 2016 to 2018 and 

contained users’ information such as delivery details and 
addresses. 

30 November 2019 PDPC Decision 

Data Protection in the Singapore 

Public Sector improved 

The Public Sector Data Security Review Committee from the 

Smart Nation and Digital Government Office of the Singapore 
Government announced that it will roll out measures, including 
updating system designs and the internal policy on data 
protection, known as Instruction Manual 8 (“IM8”) across all 94 

government agencies. 

The announcement comes in the wake of the massive exposure of 
the data of 1.5 million patients’ records, including that of the 
Prime Minister Lee from August 2017 to June 2018 bypassing all 
its cybersecurity measures, followed by another incident when 

30 November 2019 PDPC Decision 

https://www.straitstimes.com/singapore/singapore-accountancy-commission-accidentally-leaks-personal-data-of-6541-people
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Commissions-Decisions/Grounds-of-Decision---Singapore-Telecommunications-Limited.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Commissions-Decisions/Grounds-of-Decision---Ninja-Logistics-Pte-Ltd.pdf
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the information of 800,000 blood donors was uploaded to an 
unauthorised server in March 2018. 

The measures are supposed to be completed by 2023. The 
Government sector is not regulated by the Personal Data 
Protection Act 2012 (“PDPA”), which is applicable to both for-
profit and not-for-profit entities. The internal government 
instructions in IM8 contains fine and/or jail terms for breaching 
the PDPA. Readers should note that the public sector is also 

governed by the Public Sector (Governance) Act (“PSGA”). 

Mandatory Data Breach 

Notification Legal Regime 

The Personal Data Protection Commission confirmed in a 

response to a press query in March 2019 that a Mandatory Data 
Breach Notification Legal Regime will be implemented in the near 
future, and we will update readers in due course. 

30 November 2019 News article 

 

https://www.singaporelawwatch.sg/Headlines/new-data-security-rules-for-public-sector-by-end-2020
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Parliamentary deliberations on the 
new Swiss data protection act 

At the end of September and in mid-December 2019, the National 
Council and the Council of States deliberated on the draft of a 
new Swiss data protection act presented by the Swiss 
government. 

The draft does not adopt the GDPR precisely, but it does contain 
a gradual alignment of the existing Swiss Federal Act on Data 
Protection with the GDPR. The most important changes set out in 
the draft are: 

• the introduction of an obligation to maintain a record of 
processing activities, equivalent to Article 30 GDPR; 

• the enhancement of the already existing duty to inform the 

data subject when their personal data is collected. This duty 
to inform will be drafted in line with the duty found in Articles 
13 and 14 GDPR; 

• the introduction of an obligation to conduct a data protection 

impact assessment, similar to Articles 35 and 36 GDPR; 
the introduction of an obligation to report data breaches. 
However, this provision will be less strict than the obligatio 
provided by Articles 33 and 34 GDPR; 

• the increase of the maximum fine amount for infringements 

of the data protection act to CHF 250,000. Under the current 
legislation, the maximum amount is CHF 10,000; and 

• the limitation of the definition of the term ‘data subject’ to 
include only individuals. Under the current legislation, other 

legal entities are also considered to be data subjects. 

Notwithstanding of the intended alignment with GDPR, there will 
still be differences between the Swiss data protection legislation 
and GDPR. For example, the duty to inform the data subject will 

18 December 2019 N/A 
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be subject to various exceptions and limitations, which go beyond 
the exceptions provided in Article 14(5) GDPR. Also under Swiss 
law, the data subject’s access right is limited by the data 
controller’s right to refuse, restrict or defer the provision of the 

requested information, unlike under GDPR. 

There has been some disagreement between the National Council 
and the Council of States about various provisions of the draft, 
and therefore it is expected that a procedure will be activated to 

resolve the differences between the two councils in Spring 2020. 
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Class action looms following Court 
of Appeal decision in Lloyd v 

Google  

Google is facing a substantial class action after the Court of 
Appeal’s (“CA”) judgment in Lloyd v Google [2019] EWCA Civ 

1599, overturning the decision given by the High Court. The CA 
ruled that where a contravention causes an individual to lose 
control or autonomy over their personal data, they are entitled to 
be compensated, regardless of any pecuniary loss or distress. In 
addition, the CA held that the people making up the 
representative class had the same interest (a requisite under CPR 

19.6(1)) as they had suffered the same loss as a result of the 
same wrong. 

Read our briefing for more information. 

2 October 2019 Judgment 

UK and US enter into CLOUD Act 
agreement allowing access to 
electronic data for serious crime 

investigation 

The United States Department of Justice announced that the US 
and UK entered into the world’s first CLOUD Act Agreement. See 
more on this below. 

3 October 2019 

8 October (published) 

US DOJ press release 

Agreement 

The CLOUD Act resources 

High Court hold immigration 

exemption under DPA 2018 to be 
lawful 

In Open Rights Group & Anor, R (On the Application Of) v 

Secretary of State for the Home Department & Anor [2019] 
EWHC 2562 (Admin), the High Court ruled that the immigration 
exemption in paragraph 4 of Part 1 of Schedule 2 of the Data 
Protection Act 2018 (“DPA 2018”) is lawful and does not 

contravene Article 23 GDPR or Articles 7 or 8 of the Charter of 

Fundamental Rights of the EU. 

By way of reminder, paragraph 4 of Part 1 of Schedule 2 of DPA 
2018 removes certain rights of individuals in relation to their 
personal data to the extent that the application of those rights 

would prejudice the maintenance of effective immigration control, 

3 October 2019 Judgment 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/google-dp-151019
https://regmedia.co.uk/2019/10/02/google_lloyd.pdf
https://www.justice.gov/opa/pr/us-and-uk-sign-landmark-cross-border-data-access-agreement-combat-criminals-and-terrorists
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/836969/CS_USA_6.2019_Agreement_between_the_United_Kingdom_and_the_USA_on_Access_to_Electronic_Data_for_the_Purpose_of_Countering_Serious_Crime.pdf
https://www.justice.gov/dag/cloudact
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Admin/2019/2562.html&query=(2562)
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or the investigation or detection of activities that would 
undermine the maintenance of effective immigration control. 

The case was brought by the Open Rights Group, a digital rights 
campaigning organisation, and the3million, an organisation 
working on the rights of EU citizens living in the UK. The two 
groups intend to appeal against the decision to the CA. 

UK and Singapore commit to 
promoting security by default for 

internet of things 

As reported in the General EU section above, Singapore and 52 
other nations from the Commonwealth Cyber Declaration have 

agreed to commit to work to develop and converge approaches 

for internet-connected devices and associated services, to 
promote user security by default. 

Singapore and the UK – through their SG-UK Partnership for the 
Future – have committed to taking lead on driving improvements 
in the security of smart consumer products, to help ensure that 

security is built in by design and the public and industry are 
protected against related security threats, such as cyber-attacks, 
theft of personal data, and risks to physical safety. 

The two nations have also committed to share initiatives and 

approaches, and to exchange valuable information and 

experiences in order to make tangible progress in the growth and 
innovation of the Internet of Things (“IoT”) industry. 

3 October 2019 Joint statement 

High Court admits covert recording 

as evidence in personal injury case  

In Mustard v Flower and Ors [2019] EWHC 2623 (QB) the 

issue of admissibility of covert recordings in civil proceedings was 
considered. 

The claimant had covertly recorded certain conversations with 
medical experts appointed by an insurer following a road traffic 
accident and wanted to use the recordings in support of her case. 
The insurer objected on the grounds that the it constituted a 
breach of the GDPR and DPA 2018. 

The judge held that the recordings fell within the ‘personal 

purposes’ exemption of the GDPR. The judge added that the ‘legal 
proceedings’ exemption in paragraph 5 of Schedule 2 to DPA 
2018 would also apply if recourse to it was needed. 

The judge summarised that the admissibility of such evidence will 
be determined on a case by case basis, and there will be no 
general rule which would apply universally.  

11 October 2019 Judgment 

https://www.gov.uk/government/news/secure-by-design-uk-singapore-iot-statement?utm_source=65ccb243-88a9-4a69-b698-c25801c88854&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
https://www.bailii.org/ew/cases/EWHC/QB/2019/2623.html
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ICO blog post on enabling access, 

erasure, and rectification rights in 
AI systems 

As part of their call for input on developing a framework for 

auditing AI, the ICO published a blog post on the challenges 
organisations may face in implementing mechanisms in AI 
systems that allow data subjects to exercise their rights of 
access, rectification and erasure. 

15 October 2019 Blog post 

Brexit changes to UK cybersecurity The UK Government has published the draft Network and 
Information Systems (Amendment etc) (EU Exit) (No 2) 
Regulations which: 

• amend the Network and Information Systems Regulations 
2018 (for further detail see below); 

• repeal Regulation (EU) 526/2013, which previously set out 

the governance provisions in relation to ENISA, as it will be 
redundant as a result of Brexit; 

• revoke Regulation (EU) 2019/881 on the European Union 
Agency for Cybersecurity (ENISA) (also known as the 

Cybersecurity Act) which came into force on 27 June 2019 
and which sets out the governance and operations of ENISA 
and introduces an EU-wide cybersecurity certification 
framework. 

As a reminder, the Network and Information Systems Regulations 
2018 implemented an EU Directive introducing measures for a 
high common level of security across the EU for certain essential 
services and certain digital services such as online market places, 
online search engines and cloud computing services. These 2018 
Regulations are being retained post-Brexit on a domestic basis. 
This statutory instrument only concerns digital service providers 

and is being introduced to ensure that there is no gap in the 
regulatory regime following Brexit by requiring digital service 
providers established outside of the UK but offering services 
within the UK to nominate a representative in the UK and comply 
with these Regulations in the UK. 

15 October 2019 Network and Information 
Systems (Amendment 
etc.) (EU Exit) (No. 2) 

Regulations 2019 

Law Commission launches second 
consultation on automated vehicles 

The Law Commission launched a second consultation as part of a 
three year review of automated vehicles. The focus of the paper 
is how passenger-only vehicles might be used to supply 

passenger transport services to the public. The consultation paper 
is substantial (over 200 pages in length) and includes chapters 
on: 

16 October 2019 Discussion paper 

https://ai-auditingframework.blogspot.com/2019/10/enabling-access-erasure-and.html
https://www.gov.uk/eu-withdrawal-act-2018-statutory-instruments/the-network-and-information-systems-amendment-etc-eu-exit-no-2-regulations-2019
https://www.gov.uk/eu-withdrawal-act-2018-statutory-instruments/the-network-and-information-systems-amendment-etc-eu-exit-no-2-regulations-2019
https://www.gov.uk/eu-withdrawal-act-2018-statutory-instruments/the-network-and-information-systems-amendment-etc-eu-exit-no-2-regulations-2019
https://www.gov.uk/eu-withdrawal-act-2018-statutory-instruments/the-network-and-information-systems-amendment-etc-eu-exit-no-2-regulations-2019
https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/uploads/2019/10/Automated-Vehicles-Consultation-Paper.pdf
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• Operator licensing 

• Privately-owned passenger-only vehicles 

• Regulatory tools to control congestion and cruising 

• Integrating highly automated road passenger services with 

public transport 

The deadline for responses is 16 January 2020. 

NCSC annual review 2019 The National Cyber Security Centre (“NCSC”) published its 2019 

annual review. The review sets out key developments over the 
course of 1 September 2018 to 31 August 2019. As well as 

containing a number of statistics, the review comments on the 
following: 

• the rise in the sophistication of SMS-interception attacks, with 
multiple financial institutions and communications service 
providers being affected; 

• the NCSC’s work with businesses in the energy sector 
exploring how successful cyber-attacks could disrupt fuel and 
power supplies and how such disruption can be avoided; 

• increasing threats to the aviation sector due to the 

attractiveness of airline passenger data to cyber attackers; 
and 

• security challenges in smart cities such as ensuring citizen 

privacy is maintained and understanding the 
interdependencies between a smart city’s services and the 
impact of failure 

23 October 2019 Press release 

Report 

ICO blog: AI and data protection 
impact assessments  

The ICO published a blog post about the key considerations for 
organisations undertaking DPIAs for AI systems. The blog states 
that the use of AI for processing personal data will usually meet 
the legal requirement for completing a DPIA. 

The blog recommends that a DPIA is most effective in the AI 

lifecycle if it is undertaken early on in the project and it should 
feature the following components: 

• a systematic description of the processing; 

• an assessment of necessity and proportionality; 

• an identification of risks to rights and freedoms; 

23 October 2019 ICO blog 

https://www.ncsc.gov.uk/news/annual-review-2019
https://www.ncsc.gov.uk/annual-review/2019/ncsc/docs/ncsc_2019-annual-review.pdf
https://ai-auditingframework.blogspot.com/2019/10/data-protection-impact-assessments-and.html
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• measures to address the risks; and 

• it should serve as a living document to be reviewed regularly. 

CAP is calling for evidence on 

children’s ability to recognise 
online marketing communications 

The Committee of Advertising Practice (“CAP”) is calling for 

evidence on the ability of children to recognise online marketing. 

The UK Code of non-Broadcast Advertising, Direct & Promotional 
Marketing (the “CAP Code”) requires marketing communications 
to be obviously identifiable as such. CAP published guidance in 

December 2017 which identified situations in online media where 

particular care should be taken to ensure young audiences 
recognise marketing and offered suggestions for how that might 
be achieved. After conducting a 12 month review of the guidance, 
CAP would now like to update its understanding of the evidence 
base and ensure that its policies on children’s recognition are fit 
for purpose. 

The deadline for submissions was 5 December 2019. 

24 October 2019 Call for evidence 

Government guidance on non-UK 
digital service providers and the 
NIS Regulations post Brexit 

The Government issued guidance on what non-UK digital service 
providers operating in the UK will need to do post Brexit in order 
to remain compliant with UK law, namely they will need to: 

• appoint a UK representative and confirm this in writing 
following the ICO registration process; and 

• comply with the UK Network and Information Systems 
Regulations 2018 (as amended) even if already complying 

with the domestic law transposed from the NIS Directive in an 
EU member state. 

25 October 2019 Government guidance 

ICO blog post outlines overarching 

themes emerging from Call for 
Input into development of AI 
Auditing Framework 

The ICO published a blog post to mark the close of its call for 

input on developing an Auditing Framework for AI. The post 
comments on some of the key governance and accountability 
themes that emerged from the eight month process and cut 
across AI risk areas. The themes included: 

• the need to build adequate AI governance and risk 
management capabilities; 

• understanding data protection risks and setting an 

appropriate risk appetite; and 

• leveraging data protection impact assessments as a roadmap 
to develop compliant and ethical approaches to AI. 

28 October 2019 Blog post 

https://www.asa.org.uk/news/call-for-evidence-children-s-recognition-of-online-ads.html
https://www.gov.uk/guidance/nis-regulations-what-non-uk-digital-service-providers-operating-in-the-uk-should-do-after-brexit
https://ai-auditingframework.blogspot.com/2019/10/ai-auditing-framework-call-for-input.html
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ICO consulting on accountability 

toolkit 

The ICO is consulting on the development of an accountability 

toolkit, to support organisations in demonstrating their 
compliance with the accountability principle to the ICO, the public 
or their business partners. The ICO hopes that the toolkit will 
enable organisations to understand the ICO’s expectations and 
take responsibility for designing their own accountability 
programs. 

The deadline for submitting a response was 9 December 2019. 

28 October 2019 Statement 

Consultation 

First cyber security body of 
knowledge is codified by the NCSC 

The NCSC published the first complete Cyber Security Body of 
Knowledge (“CyBOK”) Version 1.0 - a freely available body of 
knowledge which aims to codify cyber security knowledge into 19 
knowledge areas. 

It is intended to be used as a tool to identify and limit risks, as 
well as understand and address the aims of, cyber security. 
CyBOK provides guidance and information on human, 
organisational and regulatory aspects of cyber security such as 
risk management processes, prevention of cyber-attacks and 

relevant defences. The CyBOK also provides guidance on systems 
security such as cryptography, software security such as program 

errors, and infrastructure security. CyBOK aims to consolidate 
good practice and sound awareness of the potential threats that 
may arise in the cyber space.  

31 October 2019 CyBOK document  

ICO calls for statutory code of 
practice on live facial recognition 

The Information Commissioner Elizabeth Denham has written a 
blog post discussing the use of live facial recognition (“LFR”) 
technology and has issued an opinion on the use of live facial 

recognition technology by law enforcement in public places 
(“Opinion”). 

The Commissioner reflects on the ICO’s investigation into the use 
of LFR by the Metropolitan Police Service and South Wales Police 

In the post, the Commissioner calls for the government to 

introduce a binding statutory code of practice on the deployment 
of LFR. In addition, she emphasises that “more work should be 
done by a range of agencies and organisations including the 
police, government and developers of LFR technology to eliminate 

bias in the algorithms, particularly that associated with ethnicity”. 

The Opinion makes clear that there are well-defined data 
protection rules which police forces need to follow before and 

31 October 2019 Blog post 

Opinion 

https://ico.org.uk/about-the-ico/news-and-events/blog-embedding-accountability-we-want-to-hear-from-you/
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-consultation-on-the-accountability-toolkit/
https://www.cybok.org/media/downloads/cybok_version_1.0.pdfhttps:/www.cybok.org/media/downloads/cybok_version_1.0.pdf
http://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/10/live-facial-recognition-technology-police-forces-need-to-slow-down-and-justify-its-use/
https://ico.org.uk/media/about-the-ico/documents/2616184/live-frt-law-enforcement-opinion-20191031.pdf
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during deployment of LFR and sets out the practical steps police 
forces must take to demonstrate legal compliance. Police forces 
must be able to show that LFR technology is strictly necessary, 
balanced and effective in each specific context in which it is 

deployed. The Opinion collates the findings of the ICO’s 
investigation, the current landscape in which the police operate, 
and the recent judgment from the High Court in R (Bridges) v 
The Chief Constable of South Wales. 

The ICO noted that while public support for LFR to catch criminals 

is high, it is less so in relation to the private sector operating the 
technology in a quasi-law enforcement capacity. The ICO is 
separately investigating the use of LFR in the private sector, 
including where it is used in conjunction with law enforcement. It 
will report its findings in due course. 

Joint Committee on Human Rights 
calls on Government to shift 

responsibility of cyber safety from 
individuals onto tech companies 

The Joint Committee on Human Rights (“JCHR”) has published a 
report entitled ‘The Right to Privacy (Article 8) and the Digital 

Revolution’ which calls for more ‘robust regulation’ governing how 
personal data is collected and used by companies through web-
based services. 

The report warns of the ‘darker side’ to the personalisation of 

online content - namely, the potential for groups of people to be 

discriminated against by being excluded from the opportunity to 
see certain advertisements and the dangers of drawing inaccurate 
inferences from data in order to tailor products and services to 
certain people. 

The JCHR urges the Government to reconsider its decision to 
exclude data protection from the scope of their new regulatory 
framework outlined in their recently published Online Harms 
White Paper. 

The report also highlights that the commonly used ‘consent 
model’ is flawed in that it assumes that the individual is fully 

aware of how their personal data will be used and relies on the 
individual having the necessary expertise to understand the risks 
that may be involved in what they are consenting to. 

3 November 2019 JCHR report 

Call for evidence by the DCMS aims 
to help improve UK cyber security 

The Department for Digital, Culture, Media and Sport (“DCMS”) 
issued a call for evidence as part of its ‘Cyber Security Incentives 
and Regulation Review 2020’. The purpose of the Review is to 

assess where existing incentives and support have delivered the 

4 November 2019 DCMS press release 

https://publications.parliament.uk/pa/jt201920/jtselect/jtrights/122/122.pdf
https://www.gov.uk/government/news/call-for-evidence-launched-on-improving-cyber-security-across-the-uk-economy
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greatest improvements and where there are observable impacts 
of the existing regulatory framework (including GDPR and the NIS 
Regulations). DCMS also intends for the Review to consider which 
additional incentives and regulation would most effectively 

support the economy to overcome cyber security risks and help to 
integrate cyber security within operational risk management. 

The call for evidence focuses on four main issues: 

7) barriers to effective cyber risk management; 

8) commercial barriers and incentives for investing in cyber 
security; 

9) access to the right information for effective cyber risk 
management; and 

10) areas of focus for future policy and regulatory intervention. 

The call for evidence closed on 20 December 2019. 

DHSC issues third progress update 
on actions taken to boost cyber 
resilience in the health and care 
industry 

The Department of Health and Social Care (“DHSC”) issued a 
progress report on its ongoing work to enhance cyber resilience 
across health and care. The report explains that DHSC’s main 
priorities over the past 12 months have been strengthening 

national leadership for cyber security, supporting local 
organisations to address cyber security threats and applying clear 
cyber security standards across the system. 

The report also sets out the key priority of the NHSX – an 
initiative comprised of teams from DHSC and NHS England and 

Improvement – to develop a ‘Cyber Security Strategy’ in 2020 
which will provide a framework for prevention of and protection 
from cyber security risks in the health and social care industry. 
DHSC also announced that over £250 million will be invested 
nationally by 2021 to improve cyber safety across the health and 
care system. 

4 November 2019 DHSC report 

Information Commissioner invites 
views on the ICO’s application for 

powers under POCA 

The Information Commissioner announced that the ICO is 
consulting on proposals for it to be granted access to 

investigation and other associated powers under the Proceeds of 
Crime Act 2002 (“POCA”). 

The ICO’s consultation suggests that, without being granted the 
powers it is applying for, there may not be a sufficient deterrent 

against criminal activity involving personal data. Under DPA 2018, 

8 November 2019 Press release 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/844003/Securing_Cyber_Resilience_in_Health_and_Care_progress_update_2019.pdf
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-call-for-views-on-the-application-for-powers-under-the-poca/
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criminal breaches can only be punished by a fine. The level of fine 
may well be below the gain the individual enjoyed as a result of 
the criminal activity and it follows that there remains a financial 
incentive for criminal in this area. If it is successful in its 

application for POCA powers, the ICO will be able to apply to the 
court for various orders, undertake investigations, gain access to 
information and seize assets (amongst others). Asset recovery 
will be considered “in all cases where offenders have benefitted 
from criminal conduct”. 

For more information, read our Spotlight On… briefing. 

ICO issues new guidance on special 

category personal data, including 
template appropriate policy 
document 

The ICO has published new guidance on the processing of special 

category personal data, including the lawful basis requirements 
under Article 6 and Article 9 GDPR, and potentially Schedule 1 of 
DPA 2018. 

The ICO has also provided a template ‘appropriate policy 
document’, which is a short document outlining the compliance 
measures and retention policies with respect to the processing of 
criminal offence data and special category personal data under 
certain conditions, required under Schedule 1 paragraphs 1(1)(b) 
and 5 of DPA 2018. 

14 November 2019 Blog 

Guidance 

Appropriate policy 
document template 

FCA and PRA launch self-
assessment questionnaire on cyber 

resilience  

The Financial Conduct Authority (“FCA”) has updated its cyber 
resilience guidance to include a link to a new self-assessment 

questionnaire (CQUEST) created jointly by the FCA and the 
Prudential Regulation Authority. 

CQUEST is intended to help firms and regulators understand the 
firms’ cyber resilience capabilities at a high level and it is made 

up of multiple-choice questions such as: 

• does the firm have a board-approved cyber security strategy? 

• how does it identify and protect its critical assets? 

• how does it detect and respond to an incident, recover the 

business and learn from the experience? 

The answers are intended to provide a snapshot of a firm’s cyber 
resilience capability and to highlight areas for further 
development. 

21 November 2019 FCA publication 

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/11/why-special-category-personal-data-needs-to-be-handled-even-more-carefully/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/special-category-data/
https://ico.org.uk/media/for-organisations/documents/2616286/appropriate-policy-document.docx
https://ico.org.uk/media/for-organisations/documents/2616286/appropriate-policy-document.docx
https://www.fca.org.uk/firms/cyber-resilience
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ICO submits final version of ‘Age 

Appropriate Design Code of 
Practice’ to Secretary of State 

On 22 November 2019, the ICO submitted its final version of the 

Age Appropriate Code of Practice to the Secretary of State for it 
to be laid in Parliament. Due to certain limitations during the pre-
election period, the code would not be submitted before the new 
government is formed and the final version will be published after 
that. 

The ICO was required to prepare the code under section 123 of 
the Data Protection Act 2018. The aim of the code is to provide 

practical guidance on how to design data protection safeguards 
into online services and ensure they are appropriate for use by 
children, as well as meet children’s development needs. For the 
purposes of the code, a child is anyone under the age of 18.  

22 November 2019 ICO statement 

ICO and The Alan Turing Institute 

open a consultation on AI guidance 

The ICO announced in a blog post that it has launched a 

consultation, in partnership with The Alan Turing Institute, on 
guidance to explain decisions made by AI. The aim of the draft 
regulatory guidance is to enable organisations to understand 
what factors to consider when developing AI decision-making 
systems for use within their business. ICO stated that ‘real world 
applicability’ is the main focus of the guidance and for this 

reason, ICO and The Alan Turing Institute are seeking feedback 

and opinions from those who are developing or contemplating the 
use of AI systems. The consultation will close on 24 January 
2020. 

2 December 2019 Blog post 

Consultation 

EDPB publishes opinion on ICO’s 
draft Accreditation Requirements 
for a Code of Conduct monitoring 
body 

The EDPB published its opinion on the ICO draft Accreditation 
Requirements for a Code of Conduct monitoring body. The EDPB 
wants to ensure that a correct and consistent approach is taken 
to the application of the requirements amongst the various 

Supervisory Authorities in the EEA. It proposes some changes to 
the draft Accreditation Requirements to ensure a consistent 
approach and application to accreditation of monitoring bodies 
across the EEA. 

3 December 2019 Opinion 

ICO discusses data protection fee In a blog post, the ICO discussed their campaign to remind 
registered companies of their obligation to pay the data 
protection fee as required under the Data Protection Act 2018, 
unless the organisation is exempt. 

The ICO has helpfully provided a self-assessment checker to 
enable companies to check whether they need to pay the fee. 

3 December 2019 Blog post 

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/11/ico-submits-age-appropriate-design-code-of-practice-to-government/
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-and-the-turing-consultation-on-explaining-ai-decisions-guidance/
https://edpb.europa.eu/sites/edpb/files/files/file1/edpbopinionukaccreditationmb_final_en.pdf
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/12/the-data-protection-fee-does-your-company-need-to-pay/
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However, if an organisation holds personal information for 
business purposes on any electronic device, it is likely that they 
will be required to pay the annual fee. The amount of the fee will 
depend on the size and turnover of a company, and it will range 

from £40 to £2,900.  

Operational resilience in the 

financial services sector 

The PRA, FCA and the Bank of England have published 

consultation papers on how financial services firms can try to 
avoid operational disruption. 

The key points are: 

• definitions of the key terms ‘operational resilience’, ‘impact 
tolerance’ and ‘important business service’ (defined as ‘a 
service provided by a firm or FMI to an external end user or 
participant where a disruption to the provision of the service 
could cause intolerable harm to consumers or market 

participants, harm market integrity, threaten policyholder 
protection, safety and soundness or financial stability’); 

• firms to take the following steps: 

o identify their important business services that if disrupted 

could cause harm to consumers or market integrity, 
threaten the viability of firms, or cause instability in the 
financial system; 

o set impact tolerances for each important business 
service, which quantify the maximum tolerable level of 
disruption (impact tolerances not being the same thing as 
risk appetite); 

o identify and document the people, processes, technology, 
facilities and information that support their important 

business services (known as ‘mapping’); and 
o take actions to be able to remain within their impact 

tolerances through a range of severe but plausible 

disruption scenarios (known as ‘scenario testing’). 

Firms have until 3 April 2020 to submit responses to these 
proposals. 

5 December 2019 Consultation papers 

Joint Paper 

ICO launch data protection hub for 
small businesses 

The ICO has set up a dedicated web ‘hub’ for sole traders and 
small businesses. The hub is designed to be a starting point for 

10 December 2019 Website 

https://www.bankofengland.co.uk/prudential-regulation/publication/2018/building-the-uk-financial-sectors-operational-resilience-discussion-paper
http://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/consultation-paper/2019/building-operational-resilience-impact-tolerances-for-important-business-services.pdf
https://ico.org.uk/for-organisations/business/
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businesses to assess their data protection measures. The hub’s 
features include toolkits, FAQs and hot topics, as well as 
information on the data protection fee and how to pay it.  

Investment Association report on 
operational resilience 

The Investment Association has published a report on operational 
resilience, ascertaining ways in which firms can improve their 

systems and controls, and identifying key areas where they 
should ensure they understand the workings of their business 
services.  

December 2019 Report 

FCA issues call for input on Open 
Finance risks and opportunities 

The FCA published a call for input aiming to collate information 
about the risk and opportunities that consumers and small 
businesses experience when sharing payment account data with 
third-party service providers. The call for input asks whether the 
GDPR provides a robust framework for the progression of open 

finance. The FCA will also seek to evaluate whether any other 
rights or protections are needed to govern the evolution of open 
finance. 

17 December 2019 Call for Input 

The CMA issues a report on 
potential regulatory measures to 
address competition and 

transparency issues in digital 
advertising 

The Competition and Markets Authority (“CMA”) has published an 
interim report following an examination of online platforms and 
digital advertising. The report outlines how the sector operates 

and suggests possible measures to address the various 
competition and fairness issues uncovered by their studies. 

According to the CMA, “there is a strong argument for the 
development of a new regulatory regime. This could include rules 
governing the behaviour of online platforms and giving people 
greater control over their own data. The most likely outcome at 

the end of this study will be recommendations to the new 
Government as it decides whether and how to regulate the digital 
sector. On the other hand, the CMA stands ready to act directly 
through any or all of its own powers if, ultimately, these issues 
are not addressed in other ways, whether domestically or 
internationally.”  

18 December 2019 CMA press release 

ICO will work with UK 
Accreditation Service to deliver 

certification schemes 

The ICO has confirmed it will be working with the UK 
Accreditation Service (“AKAS”) to deliver ICO approved data 

protection certification schemes. 

Articles 42 GDPR requires supervisory authorities to encourage 
the establishment of data protection certification schemes. The 

20 December 2019 ICO press release 

Official statement 

http://www.theia.org/sites/default/files/2019-12/Operational%20Resilience%20paper_FINAL.PDF
https://www.fca.org.uk/call-input-open-finance-response-form
https://www.gov.uk/government/news/cma-lifts-the-lid-on-digital-giants
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/12/statement-on-ico-approved-certification-schemes/
https://ico.org.uk/media/about-the-ico/documents/2616755/ukas-accreditation-services-statement-20191220.pdf
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ICO will approve and publish the schemes and AKAS will accredit 
certification bodies to deliver them.  

Interactive Advertising Bureau 
publishes response to ICO report 
on adtech and real time bidding 

The Interactive Advertising Bureau (“IAB”) has published a 
response to the ICO’s June 2019 report on adtech and real time 
bidding (“RTB”). Pages 12-13 of the response provides a short 

pithy description of RTB, including the OpenRTB global technical 
protocol. 

In the response, the IAB comments on its discussions with the 

ICO which have been constructive and informative on both sides 

and have enabled the IAB to develop realistic and meaningful 
proposals for change. 

The IAB proposes action on the six key issues from the ICO’s 
report, summarised as: 

• use of organisational/technical measures to secure data in 
transit and at rest, appropriate safeguards for international 
transfers and appropriate data minimisation and retention 
controls 

• processing of special category data 

• reliance on legitimate interests as a legal basis for storage / 

access (cookies and similar technologies) 

• legitimate interests legal basis 

• data protection impact assessment requirements 

• transparency and fairness (information provided to 
consumers) 

The IAB notes that further information and discussion is required 

before a clearer position can be reached on the following: use of 
legitimate interest as a legal basis for processing personal data 
under GDPR where consent has been gained for access and 
storage prior to such processing, special category data, and the 

question of conditionality of access to content. 

20 December 2019 ICO’s report 

IAB response 

ICO issues update on adtech The ICO published a blog post on adtech and the data protection 
debate, highlighting the six month timeframe that the ICO set in 
June 2019 for adtech stakeholders to review and act upon the 

report its call for stakeholders involved in RTB to ensure senior 
management understand that practices are changing in the RTB 
industry and challenge them to review their approach, embed a 

20 December 2019 Blog post 

https://platform.dataguidance.com/news/uk-ico-publishes-report-advertising-technology-and-rtb
https://www.iabuk.com/news-article/iab-uks-response-icos-adtech-and-real-time-bidding-update-report
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/12/adtech-and-the-data-protection-debate-where-next/
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privacy by design approach to the use of RTB, and keep engaging 
with trade associations. 

The ICO ended the blog post with a warning that “some of what is 
happening now appears to us to be unlawful, based upon the 
evidence we have seen to date. The future of RTB is both in the 
balance and in the hands of all the organisations involved. Over 
the coming weeks, we’ll be evaluating all of the options available 
to us and will be providing a further update in early 2020 on our 

position and on any action we’re taking.” 

On the horizon: key dates in the UK 

2020 Privacy calendar 

We have developed a short calendar to help alert you to some of 

the key UK privacy developments on the horizon at the beginning 
of 2020. 

2020 Calendar 

 

https://t.co/TuVEkmbBSK
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California Attorney General issues 

long-awaited draft Regulations to 
the California Consumer Privacy 
Act 

On 11 October 2019, the California Attorney General issued long-

awaited draft Regulations to the California Consumer Privacy Act 
(“CCPA”). The draft Regulations provide helpful clarity on some 
core aspects of California’s sweeping new privacy law, while also 
adding significantly to the complexity of, as well as the list of, 

requirements on a business to protect consumer personal data. In 
some instances, these regulations go beyond the requirements of 
the European Union’s General Data Protection Regulation (GDPR), 
and in some cases, the likely contemplation of even the well 
prepared. 

The draft Regulations add obligations on businesses, beyond the 
current CCPA requirements, including the following: 

• Any time a business wants to use a consumer’s personal 
information for any purpose other than those disclosed in the 

collection notice, the business would have to “directly” notify 
the consumer of this new use and “obtain explicit consent” 
from the consumer for the new use (999.305(a)(3)). So far, 

the regulations do not distinguish between material and non-
material changes. 

• To avoid including a “Do Not Sell” notice, a business would 
have to affirmatively state that “[i]t does not, and will not” 
sell personal information (999.306(d)(2)). Furthermore, a 
consumer whose personal information is collected while an 

Date draft Regulations 

released: 18 
December 2019 

Comment period 
ends: 6 December 

2019 

California Consumer 

Privacy Act Regulations - 
Proposed Text of 
Regulations 

Legal Alert: The California 

Attorney General’s 
proposed regulations on 
the California Consumer 
Privacy Act – a helpful 
roadmap on how to 

comply? 

https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-proposed-regs.pdf
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-proposed-regs.pdf
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-proposed-regs.pdf
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-proposed-regs.pdf
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/225949/Legal-Alert-The-California-Attorney-Generals-proposed-regulations-on-the-California-ConsumerPrivacy-Act-a-helpful-roadmap-on-how-to-comply
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/225949/Legal-Alert-The-California-Attorney-Generals-proposed-regulations-on-the-California-ConsumerPrivacy-Act-a-helpful-roadmap-on-how-to-comply
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/225949/Legal-Alert-The-California-Attorney-Generals-proposed-regulations-on-the-California-ConsumerPrivacy-Act-a-helpful-roadmap-on-how-to-comply
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/225949/Legal-Alert-The-California-Attorney-Generals-proposed-regulations-on-the-California-ConsumerPrivacy-Act-a-helpful-roadmap-on-how-to-comply
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/225949/Legal-Alert-The-California-Attorney-Generals-proposed-regulations-on-the-California-ConsumerPrivacy-Act-a-helpful-roadmap-on-how-to-comply
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/225949/Legal-Alert-The-California-Attorney-Generals-proposed-regulations-on-the-California-ConsumerPrivacy-Act-a-helpful-roadmap-on-how-to-comply
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/225949/Legal-Alert-The-California-Attorney-Generals-proposed-regulations-on-the-California-ConsumerPrivacy-Act-a-helpful-roadmap-on-how-to-comply
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opt-out notice is not posted shall be deemed to have validly 
submitted a request to opt out. If this provision survives, it 
can be read as retroactively importing an opt-in requirement 
regarding sale into every legacy collection. 

• While the current text of the CCPA states that a business 
“may offer financial incentives, including payments to 
consumers as compensation, for the collection of personal 
information, the sale of personal information, or the deletion 

of personal information,” (Cal. Civ. Code 1798.125(b)(1)), 

the draft Regulations would require that the mandatory 
financial incentive notice include a “good-faith estimate” of 
the value of the consumer’s data and a description of the 
method the business used to calculate that value 
(999.307(b)(5)). Interestingly, this may generate a new 
publicly available data set around the real financial value of 

personal data. 

• A business would need to confirm receipt of any requests to 
know or delete within 10 days of receipt of the request, and 
the business would have to provide information about how it 

will process the request (999.313). Unverified requests to 
delete would need to be treated as requests to opt out of 

sales (999.313(d)(1)). 

• Any business that alone or in combination, annually buys, 
receives for the business’s commercial purposes, sells, or 

shares for commercial purposes, the personal information of 
4,000,000 or more consumers, must compile specific metrics 
for each calendar year. As indicated above, the regulations 
clarify that the maintenance of that information alone would 
not violate the CCPA or the regulations as long as it is not 
used for any other purpose (999.317(g)). 

The regulations are subject to a notice-and-comment period and 
are likely to be developed further. The deadline to submit written 

comments was 6 December 6 2019. 

US/UK enter into the CLOUD Act, 
facilitating cross-border data 
access agreement for serious 

crimes 

On 3 October 2019, the United States and the United Kingdom 
entered into the world’s first ever agreement (the Agreement) 
under the Clarifying Lawful Overseas Use of Data Act (the CLOUD 

Act). The Agreement will make it easier for American and British 
law enforcement agencies to obtain certain electronic data 

3 October 2019 The Agreement 

The CLOUD Act resources 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/836969/CS_USA_6.2019_Agreement_between_the_United_Kingdom_and_the_USA_on_Access_to_Electronic_Data_for_the_Purpose_of_Countering_Serious_Crime.pdf
https://www.justice.gov/dag/cloudact
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regarding serious crime, including terrorism, child sexual abuse, 
and cybercrime, from technology companies based in each 
country by removing traditional legal barriers to access. 

The CLOUD Act was passed by Congress in March 2018. It 
clarified that companies subject to US jurisdiction served with 
court orders must turn over data they control, regardless of 
where the data is stored. It also authorized the United States to 
enter into executive agreements with foreign governments 

regarding cross-border data requests. The Agreement between 

the US and the UK is the first such executive agreement since the 
CLOUD Act’s enactment. The Agreement will undergo a six-month 
Congressional review period mandated by the CLOUD Act, as well 
as review by the UK’s Parliament. 

The Agreement allows law enforcement agencies, when armed 
with an appropriate court order from their home country, to 
request electronic data by going directly to “covered providers” 
based in the other country, rather than requesting the data 
through the other country’s government process. Covered 
provider, under the Agreement, means any private entity that 

provides to the public the ability to communicate, or to process or 
store computer data, by means of a computer system or a 

telecommunications system, or any private entity that processes 
or stores data on behalf of such an entity. If approved, the 
Agreement is expected to largely supplant the Mutual Legal 
Assistance Treaty (MLAT) process that the US and UK currently 
use to request electronic data from technology companies based 

in the other country, which can take years. The new process 
under the Agreement is estimated to take a matter of weeks, or 
even days. 

FTC shuts down Utah company’s 
operations pending compliance 
with mandated data security plan 

On 12 November 2019, the FTC announced that a Utah based 
technology company and its founder had agreed to implement a 
comprehensive data security program as part of a 20-year 

consent agreement to settle an FTC complaint in the wake of a 
two-year breach of the company’s network. The FTC alleged that 

the company, whose clients are primarily multilevel marketers, 
failed to use reasonable, low-cost and readily available security 
protections to safeguard the personal information that it 
maintained on its clients’ behalf. As part of the proposed 
settlement, the company is prohibited from collecting, selling, 

12 November 2019 Enforcement Order 

https://www.ftc.gov/system/files/documents/cases/c-4696_162_3130_infotrax_order_clean.pdf
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sharing, or storing personal information pending the overhaul of 
the company’s security operations—in effect, temporarily shutting 
down the company’s operations. 

Please read our Spotlight On… briefing for more information. 

Spotlight on cyber security and 

data protection continues for banks 

On 1 October 2019, the Office of the Comptroller of the Currency 

(the "OCC") published its Fiscal Year 2020 Bank Supervision 
Operating Plan. Cyber security and operational resiliency 
continues to be a top priority for the OCC - regulator and 

supervisor to national banks, federal savings associations, and 

federal branches and agencies of foreign banking organizations. 

The plan resolves that the OCC will focus on cybersecurity and 
operational resiliency and will place an emphasis on threat 
vulnerability and detection, access controls and data 
management, and managing third-party connections as a key 

priority. Examiner focus should include information technology 
risk management evaluation and institutions’ information 
technology systems maintenance. 

1 October 2019 Fiscal Year 2020 Bank 

Supervision Operating 
Plan Office of the 
Comptroller of the 

Currency Committee on 

Bank Supervision 

Nevada requires online businesses 
to provide consumers with the 

right to opt-out of the sale of data 

As of 1 October 2019, Nevada requires certain businesses 
operating in Nevada to provide consumers with the right to opt-

out of the sale of data. Nevada has passed an amendment to its 
existing data privacy law to have measures in place to ensure 
that any covered information that has been collected or will be 

collected is not sold if an individual exercises his or her opt-out 
right. Like the CCPA, it requires operators of websites and online 
services to provide an online mechanism or toll-free phone 
number that permits consumers to opt-out of the sale of their 
personal information. 

1 October 2019 Nevada Senate Bill SB 
220 

Federal legislative efforts for a 
comprehensive federal privacy law 

continue 

Federal legislative efforts have so far not resulted in any 
comprehensive federal privacy law, which means that companies 

will be forced to continue to navigate a myriad of privacy laws at 

the state level (in addition to foreign privacy laws). 
The US Congress saw over 20 bills establishing federal personal 
data protections introduced between January 2019 and November 
2019, none of which have been adopted. Most recently, on 18 
November 2019, Bill S.2889—the National Security and Personal 
Data Protection Act of 2019—was introduced in an effort to 

safeguard data of US citizens and residents from foreign 

Introduction of Bill 
S.2889—the National 

Security and Personal 

Data Protection Act of 
2019: 1 October 2019 

Introduction of Bill 
H.R. 4978—the Online 

Privacy Act of 2019: 5 
November 2019 

Bill S.2889—the National 
Security and Personal 

Data Protection Act of 

2019 

Bill H.R. 4978—the Online 
Privacy Act of 2019 

https://www.occ.gov/news-issuances/news-releases/2019/2019-111a.pdf
https://www.occ.gov/news-issuances/news-releases/2019/2019-111a.pdf
https://www.occ.gov/news-issuances/news-releases/2019/2019-111a.pdf
https://www.occ.gov/news-issuances/news-releases/2019/2019-111a.pdf
https://www.occ.gov/news-issuances/news-releases/2019/2019-111a.pdf
https://www.occ.gov/news-issuances/news-releases/2019/2019-111a.pdf
https://legiscan.com/NV/bill/SB220/2019
https://legiscan.com/NV/bill/SB220/2019
https://www.congress.gov/bill/116th-congress/senate-bill/2889/text
https://www.congress.gov/bill/116th-congress/senate-bill/2889/text
https://www.congress.gov/bill/116th-congress/senate-bill/2889/text
https://www.congress.gov/bill/116th-congress/senate-bill/2889/text
https://www.congress.gov/bill/116th-congress/house-bill/4978/text
https://www.congress.gov/bill/116th-congress/house-bill/4978/text
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governments that pose risks to national security by imposing data 
security requirements and strengthening review of foreign 
investments, and for other purposes. On 5 November 2019, Bill 
H.R. 4978—the Online Privacy Act of 2019—was introduced to 

provide for individual rights relating to privacy of personal 
information, establish privacy and security requirements for 
covered entities relating to personal information, and to establish 
an agency to be known as the United States Digital Privacy 
Agency to enforce such rights and requirements, and for other 

purposes. It remains to be seen whether either of these latest 
bills will gain traction. 

Given the complexities of the issues surrounding data privacy and 
the wider ramifications on national commerce and international 
affairs, the prospects of a passage of comprehensive federal 
privacy legislation in the foreseeable future remain low. 

Nevertheless, there has been a spate of federal enforcement 
actions this year against companies for data privacy violations, 
demonstrating that regulators will not be shy to disrupt business 
practices and will likely continue to rely heavily on monetary 
penalties to disincentivize privacy violations. Many of these 
enforcement actions have been brought by the FTC, under its 

authority to stop companies from engaging in unreasonable data 

security practices, or from making misleading statements or 
omissions about data security. The enforcement actions placed 
particular emphasis on senior officer accountability, written 
cybersecurity plans and vendor due diligence. 
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• EU: We provide a short overview of 

the AG’s Opinion in Schrems II.  

Read more… 

• EU: We examine new guidelines from 
the EDPS on how to determine who is 

a controller, processor and joint 
controller.  

Read more… 

• EU: We examine the recent CJEU 

case confirming that pre-ticked boxes 
aren’t sufficient for consent to cookie 

placement.  

Read more… 

• Ireland: We discuss the new 

regulations allowing the Central Bank 
of Ireland to limit the GDPR rights of 

data subjects.  

Read more… 

• UK: We examine disinformation – 
what it means and what is being 

done to tackle it.  

Read more… 

• UK: We look at the ICO’s move to 
extend its powers to those under 

the Proceeds of Crime Act 2002.  

Read more… 

• UK: We review the Online Harms 
White Paper – the Government’s 

primary vehicle for legislative 
change online. 

Read more… 

• UK: We consider the ICO’s 
enforcement activity in relation to 

unsolicited marketing calls to 
pension scheme members.  

Read more… 

• UK: We assess the impact of the 

Court of Appeal’s judgment in Lloyd 
v Google LLC [2019] EWCA Civ 

1599. 

Read more… 

• US: We provide a round-up of the 

state of US data privacy and 
cybersecurity laws in 2019 

Read more… 

• US: We look at cyber resilience and 

risks around outsourcing 

Read more… 

• US: We report on news that the 

FTC shut down a company’s 
operations pending compliance with 

a mandated data security plan. 

Read more… 

• US: We examine the CLOUD Act – 
what it is and why it has been 

controversial. 

Read more… 

Spotlight on… 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/advocate-general-advises-on-schrems-ii-191219
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/useful-november-19-guidelines-061219
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/article-pre-ticked-boxes-arent-consent
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/central-bank-ireland-150120
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Media/disinformation-and-the-wild-west-011219
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/ico-261119
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/online-harms-white-paper-081119
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/ICO-in-action-ban-on-unsolicited
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Data-Protection/google-dp-151019
https://www.cybersecurityandprivacyinsights.com/2019/12/the-state-of-us-data-privacy-and-cybersecurity-laws-in-2019/
https://www.cybersecurityandprivacyinsights.com/2019/12/in-the-spotlight-cyber-resilience-and-risks-around-outsourcing/
https://www.cybersecurityandprivacyinsights.com/2019/11/ftc-effectively-shuts-down-utah-companys-operations-pending-compliance-with-mandated-data-security-plan/
https://www.cybersecurityandprivacyinsights.com/2019/10/the-cloud-act-a-cross-border-data-access-agreement-rises-from-the-fog/
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